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Today’s Discussion 

• OneHealthPort HIE Overview 

– Register 

– Sign Contract 

– Connect 

• Connectivity Options 

– Web Trader 

– Native connection 

– Activator 
• Installation 

• Setup 

• Next Steps  

 2 



Links 

 

• Take Action:  Next steps 

– http://www.onehealthport.com/HIE/action.php 

– Registration – online form 

– Contract 

– Partner Provisioning Guide 

– Transaction Guides 
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OneHealthPort HIE Provides 
• HUB exchange engine 

– Standard transactions – test and certify 

– Data translation and mapping 

– Trading partners are independent of each other 

– Can traffic custom forms/data sets 

– Routing based on headers, transaction type, content 

– Splitting of transactions 

– Data validation against standard 

– Central certificate management 

• Directory 

– Entity level in 2011 

– Practitioner level in 2012 
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Where we are today – 
Implementation Phase 

• HUB technology – Axway/OHP - ready 

• Policy and contract framework - ready 

• Mapping standard transactions - ready 

– Canonical Guides 

– Test transactions 

• Registration for Entity Directory - ready 

• Matching patient records – no MPI 

– Standard PID segments 

• Applications – none hosted by HIE – can connect 
to application vendors 
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Sample PID Segment 
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Item Number  Required by HIE Element Name Description 

00104 R Set ID - PID The number that 
identifies this 
transaction. 

00106 R Patient Identifier List List of internal identifiers 
to uniquely identify a 
patient 

00108 R Patient Name  

00110 R Date/Time of birth Patient date/time of birth 

00111 R Administrative Sex Patient’s sex 

00114 R Patient Address Mailing address for the 
patient 

 

 Expand the required fields to assist with match fields 

 Six required fields align with other projects like SureScripts and Beacon 

 HIE can adjustover time as we get more experience 



Provider Directory 
• Evaluating current data sources and options for 

sharing data 

• Participating in ONC Community of Practice (CoP) 
on Provider Directories – best practice 

– Entity level first (ELPD) 

– Practitioners second (PLPD) 

– Browser lookup 

– LDAP or other system lookups - 2012 

• Evolutionary – phased growth 

– 1st step – use ACM to register HIE participating orgs 
and expand on the data 
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Progress on Initial Transaction Sets  

• First seven transaction sets are mapped 

– Eligibility and Benefits – 270/271 EDI x12 

– Lab results reporting – HL7 

– Continuity of Care Document (CCD) 

– E-Prescribing (new and refill Rx) – NCPDP Script 

– Radiology results – HL7 

– ADT – HL7 

– Immunization – HL7 
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Connectivity Options 

• Web Trader – web secure mailbox with viewer 

• Activator – software gateway to secure 
connectivity and minimal transaction 
management locally 

• Native connection – exchange certificates and 
connection address information 

• See on-boarding document for more details 
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Connection Protocols 

• FTP/SFTP 

• HTTPS 

• AS1/AS2/AS3 

 

• Trading partner protocols are independent of 
each other – HUB provides protocol translation 
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Message Security 

• All messages are encrypted using a full PKI model 

• All certificates for the Activator and Web Trader 
are issued and deployed during the HIE setup 
process. 

• All messages stored on the secure mailbox are 
encrypted and can only be accessed by the 
Trading Partner assigned to that mailbox. 

• The web trader or Activator are responsible for 
decrypting the messages once the Trading 
Partner is ready to access them. 
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Once You’re Contracted 

• Register your organization in the Entity Provider 
Directory 

• OHP uses information from the registration to 
setup your account 

• OHP contacts the Technical Contact to confirm 
connectivity option 

• OHP sends a secure email to the Technical 
Contact 
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BACKGROUND ON THE ACTIVATOR 
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Implementation View of the Activator 
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Roles of the Activator 

• Inbound and outbound communications with the HIE 

• Validation of messages – using Public Key Infrastructure (PKI) 
certificates 

• Decryption of inbound messages/encryption of outbound messages 

• Storage of certificates (public signing cert from the HIE, private 
signing cert for the trading partner) – the Trading Partner ONLY deals 
with certificates from the HIE and not all trading partners.  The HIE 
manages all Trading Partner certificates as a service to all Trading 
Partners. 

• Retrieving (pulling) of messages from trading partner’s dedicated HIE 
secure mailbox 

• Routing of inbound messages to internal systems by message 
type/routing id 
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Push – Pull Model 
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Secure Relay message handling 
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Message Processing options 
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Sample HL7 Message Handling 
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PROVISIONING AN ACTIVATOR 
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Provisioning the Activator 

• Secure email from OHP   

– Contains Provisioning guide 

– Contains a secure link to download the Activator file to 
the server you plan to install on. 

– Specs for the server are in the Guide 

– Location of the host server outlined 

– Getting started handout – outlines next steps 
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Download the Activator 
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Install the Activator 
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Start the Server – User Interface 
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Getting Started on Setup 
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Set Password – Start Setup 
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Certificate Handling 
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Setup Inbound Messages 

• We’ll explore a sample scenario where the 
Trading Partner is ready to receive HL7 messages 
(ADT, Lab and Radiology results) 
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Pick a Community – OHP HIE 
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Set the Trading Configuration 
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Pick an Integration Exchange 
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Choose the Transport Protocol 
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Add a Directory Path 
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Name the Exchange 
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Move Delivery Criteria UP 
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Select the Delivery Criteria 
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In the “Delivery criteria” tab, select “Compare” under “Insert” column 
Select “Content MIME type”, “equals” and “text/x-cyclone-hl7-plain” 

Next, select “OR” and then “Compare” to add “Content MIME type “, “equals” 
and   “application\octet-stream” 
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HL7’s test files received can be verified in the file system directory 
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Finding Trading Partners 
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a. The HIE will utilize the OHPOrgID as the standard Recipient ID for Trading 

Partner routing. 

b. The OHPOrgID is discoverable in the HIE Provider Directory and is a free entity 

identity validated by the OneHealthPort Security Service. 

c. Sample OHPOrgIDs (dash removed for header use) 

Organization Name OHPOrgID 

Evergreen Medical Center cmyedh-00 

Skyline Hospital q81wyw-00 

Group Health Cooperative wcap2r-00 

Premera Blue Cross bhofg3-00 

Inland Imaging 23f14z-02 

Mid Columbia Family Health Center fof35x-00 

Hi-School Pharmacy yvxfvu-00 

 



HL7 Header Detail 
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i. Sample header: 

MSH|^~\&|II RAD|23f14z02 |GHC EPIC| wcap2r00|200202150930||ORU^R01|CNTRL-3456|P|2.4 

 

MSH Number Values Name 

1 | Field Separator 

2 ^~\& the component separator, repetition separator, escape 
character, and subcomponent separator 

3 II RAD Sending Application 

4 23f14z02 Sending Facility 

5 GHC EPIC Receiving Application 

6 wcap2r00 Receiving Facility 

7 200202150930 Date/Time of Message 

8 Blank Security 

9 ORU^R01 Message Type 

10 CNTRL-3456 Message Control ID 

11 P Processing ID 

12 2.4 Version ID 

 

Sender is Inland 

Imaging  

 

Recipient is Group 

Health 



Provisioning Guide 

• Installation 

• Setup 

• Message types 

• Protocols 

• Certificates 

• File headers 

• Ports and routes 

• Recipient ID – use in routing messages 
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Contact OHP 
• Kelly Llewellyn – OneHealthPort HIE Project 

Manager 

– kellyl@onehealthport.com 

– 1-206-624-3128  ext 157 

 

• Teresa Davis – OHP HIE Contracts 

– tdavis@onehealthport.com 

– 1-206-624-3128  ext 152 

 

• Sue Merk – VP Operations and Technology 
• Global HIE Project Technical Leadership 
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