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http://www.onehealthport.com/HIE/action.php
http://www.onehealthport.com/HIE/action.php

OneHealthPort HIE Provides

HUB exchange engine
Standard transactions — test and certify
Data translation and mapping
Trading partners are independent of each other
Can traffic custom forms/data sets
Routing based on headers, transaction type, content
Splitting of transactions
Data validation against standard
Central certificate management

Directory
Entity level in 2011
Practitioner level in 2012



Where we are today —
Implementation Phase

HUB technology — Axway/OHP - ready
Policy and contract framework - ready

Mapping standard transactions - ready
Canonical Guides
Test transactions

Registration for Entity Directory - ready
Matching patient records — no MPI
Standard PID segments

Applications — none hosted by HIE — can connect
to application vendors ]



Sample PID Segment

» Expand the required fields to assist with match fields
» Six required fields align with other projects like SureScripts and Beacon
» HIE can adjustover time as we get more experience

ltem Number | Required by HIE Element Name Description

00104 R Set ID - PID The number that
identifies this
transaction.

00106 R Patient Identifier List List of internal identifiers
to uniquely identify a
patient

00108 R Patient Name

00110 R Date/Time of birth Patient date/time of birth

00111 R Administrative Sex Patient’s sex

00114 R Patient Address Mailing address for the
patient
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Provider Directory

Evaluating current data sources and options for
sharing data

Participating in ONC Community of Practice (CoP)
on Provider Directories — best practice

Entity level first (ELPD)

Practitioners second (PLPD)

Browser lookup

LDAP or other system lookups - 2012

Evolutionary — phased growth

15t step — use ACM to register HIE participating orgs
and expand on the data



Progress on Initial Transaction Sets

First seven transaction sets are mapped
Eligibility and Benefits — 270/271 EDI x12
Lab results reporting — HL7

Continuity of Care Document (CCD)
E-Prescribing (new and refill Rx) — NCPDP Script
Radiology results — HL7

ADT —HL7

Immunization — HL7




Connectivity Options

Web Trader — web secure mailbox with viewer

Activator — software gateway to secure
connectivity and minimal transaction
management locally

Native connection — exchange certificates and
connection address information

See on-boarding document for more details




Connection Protocols

FTP/SFTP
HTTPS
AS1/AS2/AS3

Trading partner protocols are independent of
each other — HUB provides protocol translation
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Message Security

All messages are encrypted using a full PKI model

All certificates for the Activator and Web Trader
are issued and deployed during the HIE setup
process.

All messages stored on the secure mailbox are
encrypted and can only be accessed by the
Trading Partner assigned to that mailbox.

The web trader or Activator are responsible for
decrypting the messages once the Trading
Partner is ready to access them.
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Once You're Contracted

Register your organization in the Entity Provider
Directory

OHP uses information from the registration to
setup your account

OHP contacts the Technical Contact to confirm
connectivity option

OHP sends a secure email to the Technical
Contact
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BACKGROUND ON THE ACTIVATOR

13




Implementation View of the Activator




Roles of the Activator

Inbound and outbound communications with the HIE

Validation of messages — using Public Key Infrastructure (PKI)
certificates

Decryption of inbound messages/encryption of outbound messages

Storage of certificates (public signing cert from the HIE, private
signing cert for the trading partner) — the Trading Partner ONLY deals
with certificates from the HIE and not all trading partners. The HIE
manages all Trading Partner certificates as a service to all Trading
Partners.

Retrieving (pulling) of messages from trading partner’s dedicated HIE
secure mailbox

Routing of inbound messages to internal systems by message
type/routing id
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Push — Pull Model

neHealthPort HIE

Activator - Gateway

HIE Trading Partners

Secure
Mailboxes

PUSH - PULL Model

1. Trading Partner pushes messages to HIE
Activator - Gateway 2. Trading Partner pulls messages from the HIE secure
mailbox (request)/ (response)

Secure Relay
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Secure Relay message handling

SRencrypted — ~ T T 7 Admimistrative
Internal connections
firewall . [ LI Extornal
Rule: tel port 4000 = sr1 port 4080 firawall

Load ort [

- mZI M4 —

Messagos
from partners

Riulde: te2 port 4080 = sr2 port 4081

Private network DMZ
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Message Processing options

- I o ©
document

Pickup Meassage Packager Delivery
_h exchange handler Document is exchange

Trading engine Document is signed, Document is To
- picks up parsed for encrypled, sent to partner Internet
outbound sender, MIME wrapped

document from receiver, static
integration meta-data .
affixed, . )
. message . Note: A receipt
. actions from a partner that
- executed acknowledges a
: document you sent

Backup is handled like any
directory inbound document
until recognized as
a receipt. Receipts
are not sent to

+ % &% & 8§ ® & & & & & € & % & & & & & & &

Document is copied to backup directory al
various stages. Failed documents go here, too .

-
-
- &
s

integration.

Delivery Message Unpackager Pickup
exchange handler Document is exchange
Document is Document is unwrapped, Trading engine From
sent to parsed for decrypted, picks up Internet
integration meta-data, signature inbound

message verified. Receipt document from Inbound

actions triggered for delivery document

executed sending to exchange

partner.

Inline processing is possible

@ Post processing is possible
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Sample HL7 Message Handling
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PROVISIONING AN ACTIVATOR
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Provisioning the Activator

Secure email from OHP

Contains Provisioning guide

Contains a secure link to download the Activator file to
the server you plan to install on.

Specs for the server are in the Guide
Location of the host server outlined
Getting started handout — outlines next steps
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File Edt Wiew Favorites Tools  Help

Download the Activator

- OneHealthPort - Microsaft Internet Explorer

Qe - ) ] [B] T O sewer Firraonss & - 3

i

Home | Use OneHealthPort | Register | About

neHegq

test-onehealthport. axwaysaas. com:g443)

Services/rest fendpoint Do

nload!12FAEFOBE7A

Us | News | Webcasts

Do you want to open or save this file?

@ Name: activator-12FAEFOBBZA.2ip
Type: Compressed (zipped) Folder, 27.3 MB
From: test-onehealthport,axwaysaas.com

[ ooen ][ save ][ Concel |

©pneHealthPort

Download |'X_

Health Inform

harm pour computer. | you do nat trust the source, do not open or

@ “while files from the Intemet can be useful. some files can potentially
save this file. Wwhat's the risk?

LATEST PROJE

companien guides for the

Cl UFDATE

Latest Update: April 20, 2011

OneHealthPort has made significant progress on implementation of the HIE. The first four transaction

hawe been developed in the HUB and are waiting for testers to validate and help fine tune the standar address E' Ci\Docurments and Settings PMUseriDeskkopl activator-12FAEFOBS7 A1 1 2FAEFOBSTA

initial transactions are available in the HIE Documnent Library.

nefits transaction (270/271) - Companion Guide Updated!

2FAEFOBBIA
File Edit  Wiew

@Back & \) l’@} /'._ﬁ] Search Ll.

Favaorites  Tools  Help

Folders

File and Folder Tasks

=5 Start dowrloading from site: https: jtest-onehealth

port, XAy saas, com; B3 Services rest fendpaintDownload | ZFAEFOBE7A

D averlay

J Make a new Folder
e Publish this Folder o the
Wb

D scripts

Install_Gateway_Interchange. ..
PROPERTIES File
ZFKB

l=d Share this folder

Other Places

Iy ackivator-12FAEFDBETA
'ﬂ My Docurents
Iy Shared Documents
",3 My Carmpuker

g Il Metworlk Places

jakarta-commons-logging-1.1....
JAR. File
s0KE

lag4i-1.2.15.jar
AR File

Bl setupactivator
M5-D35 Batch Filg,
SEKB

D product

community-profile
#ML Document
2KB

Install_Synchromy_Installer V...
PROPERTIES File
ZFKB

licerse
#ML Document
12 KB

partner-profile
#ML Docurnent
SKE

unzip
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Install the Activator

AWINDOWS\system32\cmd. exe

Fleaze enter the directory where you would like to install Activator or press en
ter to accept the default [default: “axway~12FAEFABEAI: _

Extracting the Java run time...

Extraction Complete

Copying the JRE files...

L81 File<s>» copied

23:58:18 - I[mainl INFO <(PortTester.testOuthoundConnection:55> — testing outhoun
d connection to test—onehealthport.axwaysaas.com,. port 48868

23:58:18 - [mainl] INFO <(PortTester.testOuthoundConnection:5?> — outhound connec
tion to test—onehealthport.axwaysaas.com,. port 4880 was successful

Downloading software...this can take several minutes

NOT CLOSE THIS WINDOW

alization in progress

Please wait while execution process is heing prepared?

Below iz the status of the installation.

Suynchrony_Installer_U4.3.1
Installed in C:sActivatorOHP-

Component: Gateway_Interchange_U5.7.8
Installed in C:“ActivatorOHP\Gateway_Interchange™

Prezsz Enter to exit installation




Start the Server — User Interface

<)

Recycle Bin

e

Internet
Explorer

7] ;
Windows
Media Player

My Documents

all Programs B

7¢ start [ server - Notepad

B Synchromy 12F73849500 »

rzi Gateway Interchange  »

C

I

0:10 AM




Getting Started on Setup

| Axway Synchrony Gateway Interchange - root administrator on virtualxp- 78024 - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools  Help

@Back - K.Q B @ -i.;j pSaarch *Favnrites @ 8- ':i\LF' ﬁ

Address | http:virtuakep-78024: 6080/ui/core/Iniialsetup

Getting started

B Introduction

Below is a list of tasks designed to assist you in setting up your system. In front of each task is a status icon indicating the status
of each task.

Status icons: [ | Mot started
¥ Incomplete
E’Cumpleted

You also have the option to not display this page again. Do not show this page again

Set up your system

@ Configure outgoing e-mail server

This is the server the system uses to send outgoing e-mail by default.

= Change the password for the root administrator user

The root administrator user's password is set to the default value. It is recommended that you change the passwaord for
SECUrity reasons,

Set up trading
a@m i
w &8 Set up a community

If A first-time 11ser. wnil are nramnted tnocreate A commanite and then canfimre it fF vno created A commonity eadier.
@ htbp:f fwirtualxp-73024: 6080 uifpartychiglocaliPick,

| ‘E Local intranet
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Set Password — Start Setup

| Axway Synchrony Gateway Interchange - root administrator on virtualxp-78024 - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@Back u \_/J |_1 m J'j —jSearch ‘S:"\'S’Favorites @

Address @ http: /virtualxp-75024 6080/ uifcore/Homepage . Go | Links *
_ﬁw 1 ; Help LDgDut
Welcome, root ad ministrator Current login: Apr 26, 2011 10:45:38 AM MDT
‘.Jf Tasks [d Message tracker B
Title State &ll messages-last 1 hour
T Change password for the admin user Mew &ll messages-last 2 hours
All messages-last & hours
All messages-last 24 hours
i Failed messages-last 7 days
g3 Communities Megative response-last 7 days
Trading in the last | Quick search
Mo statistics have been gathered. Click update to retrieve them,
From:
%\% Ops TestMD Cormmunity or partner name, or routing id
1 partners Ta:
Carmmunity or par‘tner narme, or routing id
Failed In process Waiting for receipt Sent | Received Status: | Any v|
- - - - - Document 10 | |
Message 1D: | |
5

‘8 Local intranet
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Certificate Handling

‘2 Axway Synchrony Gateway Interchange - root administrator on, localhost - Microsoft Internet Explorer,

File Edit View Favarites Tools  Help
N I g ~— _‘ﬁ . - b |_\
e Back - L) @ @ ,_h /_j Search “&3—‘ Fawvorites @ E;_z A "*rﬁ ‘3

Address @ http: filocalhost 6080 uifpartycigflocalfCertificatestpartyld=495

Help

n Surnmary R Contact I} [ p— =
|:ﬁ' A— o *‘ Drel i ey et ﬂ
proprte MRS e N PR R g partrers
E Certificates ?ﬂ- — E!:: — E — 1
Integration Maszage Collabaration HTTP

Raouting ID= pickup handler settings Prowy

Pick a certificate
Community: Ops TestMD

Personal certificates I Trusted root certificates I Trusted SSL root certificates I SSH keys

Default signing certificate is:

Default encryption certificate is: |Ops TestMD_0 v|

Default certificate for SSL client authentication is: |Ops TestMD_0 v|

Name Subject name State Usage Expiration date ™
Ops TestMD 0 Ops TestMD Operational Encryption and signing Apr 26, 2013 10:27:33 AM MDT
Or nirk a tack o
@ http:fflocalhost: 5050 fuifpartychig)localPick, 58 Local intranet
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Setup Inbound Messages

We'll explore a sample scenario where the
Trading Partner is ready to receive HL7 messages
(ADT, Lab and Radiology results)
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Pick a Community — OHP HIE

& | Axway Synchrony Gateway Interchange - root administrator on virtualxp-78024 - Microsoft Internet Explorer

File Edit  Wiew BENEIEEN Tools  Help }:,
e o -

@ Back - g |ﬂ @ f:] ) Search “g_r\?‘Favorites @ [ o= "_.J;i

Address E:l hkkp: f fwirbualsp-7E02 460807 uif partyieFaflocal Pick. . G0 Links **

- z -
“& ! 22 Trading configuration g JHele Logout  *

4

Pick a community

This trading engine hosts the following trading communities. ¥ou can add or change communities and the way they get messages
from back-end systems and send messages to partners.

Name Default routing ID Default delivery exchange Contact
ii Ops TestMD  opstestmd EDIINT &52 over HTTP Mike Dedlto (mdealtof@us, axway.com) Dﬁle,tel

@ Add 3 community

Change global trading configuration

Show collaboration settings

Manage integration pickup exchanges
Change the default collaboration settings
Configure message processing

Configure Sentinel integration

Manage received CEM requests
HManage sent CEM requests

Change trading engine server configuration

Manage all embedded servers

Configure the global backup settings
Configure purge dates for trading engine messages

| £

@ 'o;_ﬂ Local intranet
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Set the Trading Configuration

‘A Axway Synchrony Gateway Interchange - root administrator on virtualxp-78024 - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools  Help
pack + 0 - %] @ @Y O cearch <l Favort D - & 3
ar =P ) K| gl | g omare k?,\SJ avarites € 2 5= 4

@ htbp:f fwirbualp-7a024: 6030/ uifpartvcfgllocal/Summary Fparty[d=495

FOM-;

ﬂ Summary R Contact [ I— =
l:;" Am— 3 i [ Drelivery e ﬂ

Address

= Help S e

E%Trading configuration o

j Integration Mezzage Pickup exchange
Properties defivery validatan r Trading partners
IE Cartificatas %"-.. — — ﬂ — 1
. Integration Meszage . HTTR
Routing IDs pickup handler COL':&?;;?“ Prowy
Summary

Community: Ops TestMD

Contact name: Mike Dealto

E-mail address: mdealtofus, asway . com

Trading summary I Trading configuration |

Trading statistics for the last

Mo statistics have been gathered. Click update to retrieve them.

Or pick a task
[ add a partner to this community

[E Show collaboration settings
H Change an embedded transport server

B e s =1l i leam maam s mim o mm Fm e im e = e e

€

@ Local intranet

€
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Pick an Integration Exchange

| Axway Synchrony Gateway Interchange - root administrator on virtualxp- 78024, - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help ﬁ”’
. I I A (; e i : 3 ™
Oui- © BB G Lo dhoroons @3- B3 B
Address @http:Hvirtualxp—?8024:6D8D,l'ui,l'partycFg,l'IncaI,I'IntegratinnPick?partyId=498 ~ B—) Go Links **
nﬁ, C . %%Trading configuration g Help aTee v
n Surmmary ' Contact . g —— o
. |i¢- A—— 7 p— g *kJ Dedl.i"'er"' -u—_'ﬂ
. rtegration il Pi eddiange .
Properties deﬁuew Uaﬁisa%%en 1ERup ? Trading partners
|E| Certificates ["iu- — — S—— ' S— 1
: Integration Meszage - . e
Fouting 1= piEkup handler Colslg'?tiol:gglon Prouy

Pick an integration delivery exchange

community: Ops TestMD

after this community endpoint has received and picked up messages, the following protocols are used to route messages to back-
end systems.

[ Type Location Name Delivery criteria

@ Mo packaging over File system CahvactivatoroHPAcommonydataiin Deliver by default &' Yl ,,Igs_t,_.,_l ,Dg]gtg,l

Or pick a task

F Add an integration delivery exchange
H Add default integration exchanges

[ Manage integration FTP users
fEManage integration SFTP users

[ Run integration message simulator

<

@ ‘a Local inkranet
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Choose the Transport Protocol

Choose transport protocol

Choose transport Delivery exchange for routing received messages to integration
protocol

Choose a transport protocol to add.
Enter transport

settings

Mame the delivery OFTe

exchange COISFTR
®File system

O File system with message metadata
O ams

O1BM MQSeries

O web services API client
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Add a Directory Path

Help
Configure the file system settings
CthDSE Iti‘ﬂﬂslf":"'t Delivery exchange for routing received messages to integration
protoco Complete the following fields for this transport.
Enter file system . . . . . \
settings Enter the directory path. This must be a directory on the trading engine server's file system.
If the directory does not exist, the system creates it. If you use the trading engine in a
Name the delivery multiple computer cluster, make sure the directory is shared.
exchange )
Directory name: |C:/’Ac:tiuatDrfc:c:mmc:nfdatafHL? Browse... |

(Exarmple: Ci\termp or fusrtemp)
(® Preserve original filenames

() Overwrite duplicate filenames

® Sequentially number duplicate filenames

()Generate unique filenames

CanceIJ «Back] Next »J Finish]
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Name the Exchange

Choose transport
protocol

Enter file system
settings

Name the delivery
exchange

Delivery exchange name

Delivery exchange for routing received messages to integration
Optionally enter a name to help in identifying this delivery exchange,

Mame: |HL7

Cancel] «Back] FinishJ

HeIE
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ove Delivery Criteria UP

Help Logout

" ﬁTrading configuration

-
Surnrmary ﬁ Cortact J g p——
ﬁ l;" p— 4 — |}‘-" *J Drelivery - 0

. Integration Mezzage Pickup eddhange
Properties deﬁ 2 P Trading partrers

wery validation
| o
|E| Certificates i-"" — — — il — 1
. Integration Meszage Collah;‘ation HTTR
Fouting ID= pickup hand|er sattings

Pick an integration delivery exchange

Community: Ops TestRL
after this community endpoint has received and picked up messages, the following protocols are used to route messages to back-end systems.

Prouy

Name  Delivery criteria

[ Content MIME | | |
type equals application/=ml 1 AMD [ Document A W Test. Delet‘ij

type equals EPrescribe ) OR deliver by default

1 |Type Location

[ i . )
Mo packaaing C factivatarfcommon/data/EFPresribe . NCPDP

over File system

I D ging .
1 D:;rhl]:li:ie icgse#: C:fActivator/common/data/HL7 HL7 Exzchange not used 4| w| Test..| Delete
| " o packading CAACTIVA~ 1y commontd atahin Exchange not used 4 ¥ Test.. Delsts

over File system

Change statusJ
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Select the Delivery Criteria

Help Logout

. %%Trading configuration

Surnrnary ﬁCDrltact i ‘o— A e
i |iﬁ —" Ap— L *J Drelivery ‘—w_.ﬂ

; Irteqgration Mezzage Pickup asdhangs
Properizs deﬁluew walidaton F Trading partners
) - i E= 1
E Cettificates la= — S— =] — il —
. Integration Meszage . HT TR
Rauting IDs pickup handler Colslg&?gsgon Prosy

Change this integration delivery exchange
Community: Ops TestRi, Message protocol: No packaging, Transport: File system

Test exchange point... |

[?]Enable this delivery exchange

Marne: |HL? |

[IMake this the default delivery exchange

you use the trading engine in a multiple computer cluster, make sure the directory is shared.

Directary name: |C:/’Activatcnr/common/data/HL? | Browse...|

(Example: Ci\temp or fusrftemp)

(& Preserve original filenames
() Owerwrite duplicate filenames

@ Sequentially number duplicate filenames

() iGenerate unigue filenames
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In the “Delivery criteria” tab, select “Compare” under “Insert” column
Select “Content MIME type”, “equals” and “text/x-cyclone-hl7-plain”
Next, select “OR” and then “Compare” to add “Content MIME type “, “equals”
and “application\octet-stream”

w G

nbu.--_v | = Bty i — i; r — m
L iy —

E Frop-ertan "::d:::ﬁ T pilng patras g

El{.—'hl-:ar-—c - — : — l — 1

E Wouting m;:-:n rdllr ':"I

Change this integration delivery exchinge

Community: Ops Testfi, Message protocol: No packaging, Transport: File system
(Tastaxchange ok,

[F Enable this delvery sxchange

HL7 can be binary or HL7 plain text

faame: [y o

[Make this the default delvery excharge

File system settings | Delivery criteria | Message attributes | Inline precessing | Schedule | Advance

Define conditions that will cause payloads to be delivered to thes exchange. If a paylosad does not Fatisfy the delivery criteria for any sochange, then
the first availshle exchange will be wed. An exchange with no criters will be used only if it is the first svasilable exchangs.

Critaria: { Content MIME type equals applcationfoctat-stream ) OR { Content MIME type egualstest/v-cyciona-hi7-plain )

[Rafrash,
Tnsert

AN
Content MIME type ¥ | eguals % | apphcabonfochat-itre =

(Save changes,

PRl

Click “Save changes” to complete the “HL7"” Document type setup and the new HL7 setting will
be shown under “Delivery criteria”™

il py k 05 I 5ol
O el factivatorfeommonydatafHL? HLT an hi7-gl t -
File system gyclone-hi7-plain

37




HL7’s test files received can be verified in the file system directory

File Edit ‘iew Favorites Tools  Help ;::F
- ...l I "'_'] s -
@ Back 2> '..E p Search E‘— Folders
Address |ﬁ C:YactivatoricommonidataiHL? vl i
Folders x Amorking
(@ Deskiop | |Z] OHMC_ADT_MEDITECH_OUT_OHP_TEST - Batch (Test Patients)_8.txt

""" COHMC _General Lab_Micro_Discrete_Feed MEDITECH_OUT_OHP_TEST - Batch (Test Patients),kxt

lﬁ Py Documents
OHMC_PATHOLOGY BLOOD-BAMNE_Mon_Discrete Feed MEDITECH_OUT _OHP_TEST.bxt

= a Py Compuber
\ﬁ 314 Floppy (A1
[= =g Local Disk (C:
= 5 Ackivator
= 5 common
I conf
= ) data
I backup
I EPrescribe
ICTh frp
S

I .working
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Finding Trading Partners

a. The HIE will utilize the OHPOrgID as the standard Recipient ID for Trading
Partner routing.

b. The OHPOrglID is discoverable in the HIE Provider Directory and is a free entity
identity validated by the OneHealthPort Security Service.

c. Sample OHPOrgIDs (dash removed for header use)

Evergreen Medical Center cmyedh-00
Skyline Hospital q81wyw-00
Group Health Cooperative wcap2r-00
Premera Blue Cross bhofg3-00
Inland Imaging 23f14z-02
Mid Columbia Family Health Center  fof35x-00
Hi-School Pharmacy yvxfvu-00
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HL7 Header Detail

i. Sample header:

MSH|"~\&]|Il RAD|23f14z02 |GHC EPIC| wcap2r00]200202150930||ORU”RO1|CNTRL-3456|P|2.4

MSH Number | Values Name

1 | Field Separator

2 N\& the component separator, repetition separator, escape
character, and subcomponent separator

3 Il RAD Sending Application

4 23f14z02 Sending Facilit .

5 GHC EPIC Receivi%lg Appl>i/cation \\ Send?r is Inland

6 wcap2r00 Receiving Facility Imaging

7 200202150930 Date/Time of Messa‘b&

8 Blank Security Recipient is Group —

9 ORUMRO1 Message Type

10 CNTRL-3456 Message Control ID Health

11 P Processing ID

12 2.4 Version ID
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Provisioning Guide

Installation

Setup

Message types

Protocols

Certificates

File headers

Ports and routes

Recipient ID — use in routing messages
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Contact OHP

Kelly Llewellyn — OneHealthPort HIE Project
Manager

1-206-624-3128 ext 157

Teresa Davis — OHP HIE Contracts

1-206-624-3128 ext 152

Sue Merk — VP Operations and Technology
Global HIE Project Technical Leadership
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