neHealthPort

BROWSER SECOND FACTOR SECURITY SETUP

OneHealthPort now offers an enhanced security feature to improve protection of
personally identified information online. You can set up your Browser Second Factor
anytime or wait till you visit a site that requires it and you will be redirected to the setup

page.

SETUP SEPS:

1. Login to your OneHealthPort subscriber account at:
https://saml.onchealthport.com/TACS-AG/subsctibetLogin.do

WHY BROWSER SECOND M enu
FACTOR? > update personal information Select the “provision

>

browser second factor

option from the menu

v" For users, the extra layer of > change password or secret question using the browser you
security simply means wish to register for use.
answering a few “secret
questions yet it provides a D uiew role/affiliations
much higher level of
protection and security than a
password alone.

) change email address

) delete credential

) provision browser second factor

2. Set your secret question choices and answers. These should be

v" Browser Second Factor is answers that only you would know and can remember.
easier than a token or 3. Select the Cookie or Certificate option that best fits the computer you
something you have to carry are installing it on. (Cookies are the preferred choice)
with you.

Register this Browser using a Cookie

v' Provides the same security
@ Temporarily - select this option if you normally don't use this computer and the brovwser

your online banking account second factor is to be forgotten after the browser is closed.

uses for enhanced logins. Permanently - selact this option if you use this computer normally and you want the
Factor - second factor to be remembered for this computer.
Life Parmanently AND Exclusively - select this option if you use this computer normally and

don't want previocusly registered browsers to be remembered.

NOTE if your organization's policy doesn't allow the use of cookies or cookies are deleted
on a regular basis then use a browser certificate.

Register this Browser using a Certificate

@ Permanently - select this option if you use this computer normally and you want the
second factor to be remembered for this computer.
Factor Parmanently AND Exclusively - salact this option if you use this computer normally and
Life ~ don't want previously registered browsers to be rememberad.
NOTE if your organization's policy allows the use of cookies and cockies aren't deleted on
a regular basis then use a browser cockie.

4. Click the “submit” button and the cookie or certificate will be
installed and take you to a confirmation screen that the process
completed.

Note: Certificates may require administrator privileges on your PC and require extra
steps to install.
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