Login to the Clinical Portal
Using Multi-Factor
Authentication:

Detailed Instructions on How to
Download and Use Google Authenticator

4 Created by and for the local healthcare community, OneHealthPort solves information
O]/leHe alt]:']POI't exchange and workflow problems shared across healthcare organizations.



Login to the Clinical Portal

neHealthPort

Subscriber ID: |User Name

Password: |Password

This login page requires that you have registered as a OneHealthPort Subscriber.

Go to http://www.onehealthport.com/clinical-portal for instructions on how to login to the
Clinical Portal
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Error Screen for Denied Access to
Clinical Portal

No Affiliated Organizations Found OnelHealthPort

No Affiliated Organizations Found

There are no HIE affiliated organizations that you are associated with. Please contact support for further help.

Denied Access to Clinical Portal

* Organizations that do not have a HIE contract will receive this error message.

* Click “support” to be directed to the HIE Support Request Form for HIE contracting
information.

Access to the Clinical Portal
* Permitted if organization has an HIE contract.
* Organization’s SSO Administrator has assigned designated user a CDR Access role.
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Select an Organization

Select Organization e ; vere
Select the orga%ization you want to use for this session. (:)HC‘HC 3! l C h P( )L

Select an HIE Member Affiliation
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Select An Organization

Accessing the Clinical Portal
* Designated users that are affiliated with more than one organization that has an HIE
contract must select an organization to access the Clinical Portal.

OneHealthPort



HIE Applications Homepage

My Health Information Exchange Account Om.’]—l(‘a]tl]P{_")l‘t

Summary of HIE Information for Your Organizations

My HIE Information I Clinical Portal | Provider Directory | C-CDA Validation Testing

HIE Member Affiliations

Selected Organization: l
Test Sue's Pain Clinic
Organization ID: s3320y00
QHP HIE QID: 1.3.6.1.4.1.38630.2.1.1.325
User Name:

Clinical Portal Rolel Very Restricted access

* Designated users must have an assigned CDR access role of Normal, Restricted or
Very Restricted.
* If user does not have one of these roles, access to the Clinical Portal will not be
permitted.
= If needed, contact the organization’s SSO administrator to obtain an CDR
access role.
* Click on Clinical Portal to continue the login process.
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Clinical Portal Access Requires Multi-Factor
Authentication

What is Multi-Factor Authentication?

Multi-Factor Authentication (MFA) adds another layer of security to verify a user’s identity by
combining two factors that identify an individual.

What the user knows (such as a username and password)
What the user has (such as a phone or tablet device that generates a token)
What the user is (such as a fingerprint, iris scan etc.)*

Not all applications require MFA. Users will be prompted for MFA only when they try to
access an application that requires MFA.

Currently the Clinical Portal requires users to use Google Authenticator as the MFA.

What is Google Authenticator?

Google Authenticator is a free App that is downloaded to a user’s mobile or tablet device that
generates a six to eight-digit passcode which must provided in addition to the username and
password to login.

The App is free and does not use cell phone minutes or data
Users do not need to create Google account

*NOTE: Currently OneHealthPort does not use this type of identity verification to authenticate users.
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First Time Using Google
Authenticator

neHealthPort

Your software token was issued
successfully. Please check your email for

further instructions.

— MULTIFACTOR AUTHENTICATION
The application you are trying to access requires multi-
factor authentication. To verify your identity, enter the
code generated by the Google Authenticator application

on your smartphone or tablet.

Enter Verification Code

If the user is using Google
Authenticator for the first time, click
the hyperlink. The system will email
detailed instructions to the email
affiliated with the user’s OneHealthPort
SSO account to download the App to a
smartphone or tablet device and link
the authenticator to the user’s
OneHealthPort SSO account.
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Emailed Instructions for Installing and
Using Google Authenticator

ealthp: “:
: The content in this email gives directions for:
- : ; » Downloading the application
e ; © Linking it to the user’s OneHealthPort SSO
e ) i account
g i * Using the authenticator passcode
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P e !
e et e ¢
g - !
r-m:;:.:;:;':;"r::ry'}wwr::m._ i i — .,J

OneHealthPort 8



Detailed Instructions to Download
Google Authenticator

Step-by-step instructions for downloading the Google
Authenticator App and linking it to the user’s
OneHealthPort SSO account.

Instructions for Apple Devices (Slide 10)

Instructions for Android Devices (Slide 25)
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Instructions for Apple Devices
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Access the App Store
R\

— Tap on the App Store icon. If
it’s the first time opening the

' | App Store, the user will be

| prompted to:

* Login with Apple ID and
password

* Enter payment details (this
step can be SKIPPED*)

For more information on how to skip adding payment information see https://support.apple.com/en-
us/HT204034#i0S

OneHealthPort


https://support.apple.com/en-us/HT204034#iOS

Search for an App in the App Store
(. )

all 2:41 AM 100%: -

Today

] Celebrating the Apple
Design Award Winners

Tap the Search key. It’s the key that
looks like a magnifying glass at the
phone’s bottom right corner.
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Search for Google Authenticator

In the Search function, the device brings
I | search up the search box. Type “Google
(| Authenticator”.
7 S ,“"‘@ Q
\ i
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Download Google Authenticator

{| @ =" e 4 Once you find the App, tap on
e “GET” to start downloading the

App.
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Open the App

@ L \ Tap on “OPEN” once the App has

completed the download.
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Linking the App to the User’s
OneHealthPort SSO Account

OneHealthPort HIE 1



Setup

Tap on “Begin Setup”.

With 2-step verification, whenever you sign in to
your Google Account you will need your
password and a code that this app will generate.

BEGIN SETUP

OneHealthPort



Scan Barcode

Tap on “Scan barcode”.

| Scan barcode |
I Z  Manual entry

s
e
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Authenticator Access to the Camera

<« Scan barcode

The Authenticator requires access to
the device camera to complete the
linking process with the

"Authenticator” Would Like to OneHealthPort SSO account. Tap on

Access the Camera ”O »

Don't Allow OK
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Linking to OneHealthPort SSO Account

OneHealthPort HIE

STEP 1: From the email (on computer), click
on the link to open a QR code.

- STEP 2: Using the device camera, scan the

QR code on computer screen to
automatically link the Google Authenticator
to the OneHealthPort SSO account.

20



Successful Link to OneHealthPort Account

Linking is successful to the user’s

= Atentesor OneHealthPort SSO account when a
p— // periodically changing 6-digit number
755 801 -

(passcode) displays and “OneHealthPort” is
above the passcode.

9
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Using the Passcode

OneHealthPort HIE 2



MFA Verification Using The Passcode

When access to applications require MFA, a prompt screen will
appear for use in entering the passcode. Enter the passcode
from the device and click on “Verify”.

CneHealthPort
.

ATAT W

=  Authenticator

o MULTIFACTOR AUTHENTICATION

The application you are trying to access requires multi-
factor authentication. To verify your identity, enter the
code generated by the Google Authenticator application
on your smartphone or tablet.

Enter Verification Code

Verify

Click here to email instructions on how to download the Google

Authenticator application
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Successful Login to the Application

OncHealthPort <4 | Find Patients Q 1 O kgt
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Successful entry of the passcode will permit access to the application.

OneHealthPort



Instructions for Android
Devices
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Access the Play Store

WIDGETS

Play Store Settings Messaging

f O @ =~

STEP 1: Tap on the “Apps” icon STEP 2: Tap on the “Play Store” icon

Phone Messages Email Camera Apps

= (3 <

If it’s the first time opening the Play Store, the user will be prompted to enter
Google account information and payment details. This step can be SKIPPED.

OneHealthPort HIE
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Search for Google Authenticator

Type “Google Authenticator” in the
Search box.

Once the Google Authenticator App
if found, tap on “INSTALL” to start
downloading the App.

-eel ndex.Key - your
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Open the App

", Tap on “OPEN” once the App has

completed the download. App may
also be accessed from the icon on the
home screen.

OneHealthPort



Linking the App to the User’s
OneHealthPort SSO Account

OneHealthPort HIE 2



Setup

Open the Google Authenticator
App. Skip the Signing in to Google.

Signing in to Google

enever you sign in to Google, you'll enter your username and
rd as usual.

en you're asked for a code you'll be able to get one from this app.
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Begin

Tap to Begin setup.

After you turn on 2-Step Verification for your Google Account
(or other accounts), you'll need

©Or  Your password

a A code this app will generate for you

BEGIN

OneHealthPort



Scan a Barcode

£ = 57% @ 1:36 PM

Tap to Scan a
Add an account
You can add an account selecting one of the following options: b a rco d e .

[E] Scanabarcode <

EZ  Entera provided key
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Authenticator Access to the Camera

The Authenticator requires access to

the device camera to complete the

o Uil Aeihamae linking process with the SSO account.
S et Tap on “ALLOW”.

O Don't ask again

DENY | ALLOW
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Linking to OneHealthPort SSO Account

STEP 1: From the email (on computer), click
on the link to open a QR code.

STEP 2: Using the device camera, scan the
QR code on computer to automatically link
the Google Authenticator to the
OneHealthPort SSO account.

OneHealthPort HIE




Successful Link to OneHealthPort Account

[P S

Google Authenticator

Account added

46599 <

OOOOOOOOOOOOO

‘When you're asked for a verification code, get it here. The code changes freguently, so no need to memorize it.

ADD ACCOUNT

OneHealthPort

Linking is successful to the user’s
OneHealthPort SSO account when a
periodically changing 6-digit number
(passcode) displays and
“OneHealthPort” is below the
passcode.



Using the Passcode

OneHealthPort HIE &



MFA Verification Using The Passcode

When access to applications require MFA, a prompt screen will
appear for use in entering the passcode. Enter the passcode
from the device and click on “Verify”.

OneHealthPort

956 575

 — MULTIFACTOR AUTHENTICATION

The application you are trying to access requires multi-
factor authentication. To verify your identity, enter the
code generated by the Google Authenticator application
on your smartphone or tablet.

Enter Verification Code

Click here to email instructions on how to download the Google

Authenticator application

OneHealthPort



Successful Login to the Application

OncHealthPort <4 | Find Patients Q 1 O kgt
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Successful entry of the passcode will permit access to the application.

OneHealthPort
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