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1 Overview

The OneHealthPort Health Information Exchange (HIE) provides the ability for organizations and vendors to set up
processes to monitor system availability. HealthCheck, the monitoring system, is available for use by organizations
and vendors that are connecting with web services and have operational policies requiring system monitoring.
HealthCheck system monitoring is available for the OneHealthPort HIE user acceptance testing (UAT) and
production (PROD) environments.

1.1 Purpose

The purpose of this document is to provide organizations and vendors with information for using HealthCheck to
monitor system availability of the OneHealthPort HIE systems.

Important Note: Organizations and vendors that have policy requirements to perform system monitoring are
expected to use HealthCheck for system availability monitoring. Organizations and vendors are not to submit
empty “test” messages to the OneHealthPort HIE systems to check for system availability.

1.2 Intended Audience

This document is intended for:

e New organizations establishing connectivity with the OneHealthPort HIE and are required by operational
policies to monitor system availability.

e Vendors with hosting services that are establishing connectivity with the OneHealthPort HIE for support of
customer data submissions and are required by operational policies to monitor system availability.

2 HealthCheck Monitoring for HIE Web Services

The OneHealthPort HIE web services system availability can be monitored using HealthCheck. Organizations using
tools for web services may (if required by operational policy) also set up connectivity with HealthCheck for system
monitoring. The URLs for use in setting up monitoring with HealthCheck are shown below.

The Appendix shows an example of how to set up monitoring with HealthCheck if using SOAP Ul. The process will
vary depending on the connectivity tools used for setting up web services transactions.

OneHealthPort
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OneHealthPort HIE HealthCheck URLs for System Monitoring

OneHealthPort HIE UAT (test) Environment - https://uat-onehealthport-api.axwaycloud.com:8098/healthcheck

OneHealthPort Prod Environment - https://onehealthport-api.axwaycloud.com:8098/healthcheck

3 Appendix

HealthCheck can be set up using SOAP Ul for the UAT and Prod environments using the following process.
Step 1

Open SOAP UL. If there are no previous projects for ITI-41, ITI-47, or ITI-18 (web services transactions available at
the OneHealthPort HIE), create a new SOAP project.

& SoapUI 5.2.1

File  Project  Suike  Case  Step Tools  Deskiop Help

E B B X g T 9

Empty SOAP REST Impark Save Al Farum Tri.

=| == Soapll Starte
o Proj—*- -
'g - Create Emply Project m Docu
= News SOAF Project N :
Mew REST Project Ct+Alt-H < 5=
=
= =
Irmpork Project Ztd-1
. = =
Import Packed Project o g
Irmpork Remoke Project =
: =
Save all Projects CHH +AlE-S
Cpen All Closed Projects ' =]
Close all Open Projects =]
Rename Workspace Fz
Mew Workspace
Switch Workspace
Clear Workspace
P =
OneHealthPort|HIE
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Step 2

Choose the initial wsdl from any of the ITI transactions already created.

New SOAP Project .{@;
Creates a WSDLSOAP based Project in this workspace

Praject Mame: | |

Initial WSOL: | | [Browse... ]
Lok In: [EJ WSDL v] @

3 ITHE
3 1T
3 IT147

Step 3

Name the project ‘HealthCheck’ and after confirming the wsdl (in the example below, the wsdl for ITI18), click OK.

S New SOAP Project
New SOAP Project @
Creates a WSDL/SOAP based Praject in this workspace

Project Mame: |HealthCheck |

Initial WSOL: |L_For_SOAPUI|i15R egistryStoredQuery_v1wsdl| | Browse. .. |

Create Requests: Create sample requests For all operations?
Create TestSuite: [ | Creates a TestSuite for the imported wSOL

Relative Paths: [ ] Stares all file paths in project relatively to project file {requires save)

Step 4

To create a Test Suite for the HealthCheck project, right-click on the SOAP12 binding (SOAP11 is forbidden) and
click ‘Generate Test Suite’.

EneHealthPort HIE
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L:_I- Health“heck,

Oy LR, kry_Bind Soapll
E} #= DocumentReqistry _Binding_3o0ap z =
Tz

: -"__'} DocurmentRegistry_RegiskryStored.
- DocumentRemistry Bindinn Snaniz ~e—

- Shaw Intetface Viewer Enter
----- BB ITI1E T
_____ Rt add 15 endpaoink
E_}":- [TIa.t Generate Code »
= Dag
[ e Do Check WsI Compliance Cte -+l
- am Dog Launch TepMaon
B
El Generake TestSuite

Generate SOAP Mock Service

Generate Documentation

_____ bin [ Update Definition FS
[3+ Export Definition Ctd-p

Clore Interface Fa
Remaove Dralete

Step 5

Click ‘OK’ for the next 2 pop outs.

1. Open the newly created Test Suite.
EI. HealthCheck
E}.T: DocumentRegistry_Binding_Soapl 1
-:'_".: DocumentRegistry_Registry StoredQuery
E}z DocumentRegiskry_Binding_SoaplZz
f_".: DacumentReqistty_ReqgistrySkoredQuery
E}== CocumentReqgistry_Binding_Soapl2 TestSuite
E} w" DocumentReqistry_ReqgistrvStoredQuery TestCase
E}--EE Test Skeps (1)
. m DocumentRegistry_ReqgistryStoredQuery e —
> ----- Load Tesks (0}
o Security Tests ()

Step 6

The default URL will be as denoted as shown below (see red arrow).

EneHealthPort HIE
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m DocumentRegistry_RegistryStoredQuery

' + =m0 ; —-hl»https:,l',l'uat-clinicalpurtal.Dnehealthpurt.l:l:um,l'pxs,l'wel:uservi-:es,l'xdsl:u,l'ducumentRegistr';.f,l'il:iIBRegistryStnredQuen

EI [ <soap: Envelope xmlns:soap="http: //fwmmr w3 org/2003/05/soap-envelope" xmlns:urnd & ; EI
5 <znap:Header /= &5
% = <zoap:Bodys %
=] “urn:bdhocfueryBequest id="7" comment="7?" federated="false" federation=' o
=l——0ptionhal:--*
= =urnl:Request3lotList=

Change the URL to: https://uat-onehealthport-api.axwaycloud.com:8098/healthcheck
Click the ‘Submit’ (green triangle) button as shown.

' m DocumentRegistry _RegistryStoredQuery

HE b @O |ht|:|:|s:,l',l'uat-u:unehealthpu:urt-api.axwaycluud.ccum:EiD'QB,l'heaIthcheck
;E E <soap:Envelope xmlns:soap="http: ffwmmr w2 org/Z2002 /08 fsoap-envelope" 1
:_E “=zoap:Header /=

% = “<zoap:Body:=

Note: The URL is the same as the URL for the ITI transfers available at the OneHealthPort HIE, except for the
modification at the end.

Step 7

Once the set-up is completed the following responses will display:
UAT Health Check XML Response

1% UAT Health Check

" v aioEOL @ https://uat-cnehealthport-api.axwaycloud.com: 2098/ healthcheck [']V + &
E - ; E‘ kstatus:\-OK(.f’status) -
== ==

= =

& -

- -
K- s q D
Hea.. Attac.. .. W.. Headers (9) Attachments (0) 55L Info (3 certs)

response time: 533ms (19 bytes)

EneHealthPort HIE
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UAT Health Check Raw Response - The RAW output shown below confirms that the API is up and running.

%7 UAT Health Check

> - S B W A |https:ffuat—onehealthport-api.axwa\,rcloud.com:SOQ&fhealthcheck [']M + g
2 -3/ [HrTe/1.1 200 0K (=]
I * |Date: Mon, 11 Sep 2017 18:09:10 GMT

z z |Server:

& &

Transfer-Encoding: chunked

Connection: keep-alive

X-Correlation|D: |d-46d1b659b17d3480f3096d4c O
Host: uat-cnehealthport-api.axwaycloud.com:20%8
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
Content-Type: text/xml

«<status> OK«</status>
K » { C
Hea... Attac.. .. W.. S5L Info (3 certs)
response time: 333ms (19 bytes) 1:1

Step 8

HealthCheck monitoring can also be set up for Prod systems. Follow steps 1-7 above. At step 6 instead of the URL
for UAT, change the URL for Prod to: https://onehealthport-api.axwaycloud.com:8098/healthcheck

Once the Prod set-up is completed the following responses will display.
Prod Health Check XML Response

%7 PROD Health Check
.’ HV @O ‘ S |https:ffoneheaIthpc:rt—api.axwa\,rcIoud.com:EOQtheaIthcheck [']‘m + 0
g : i‘ <gtatug>ok</status>
= =
2 2
[ o
o o
[+ [+
IKi— D 1 b
He.. Atta.. .. .. Headers (8) Attachments (0) 5501 Info

OneHealthPort HIE
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Prod Health Check Raw Response - The RAW output shown below confirms that the APl is up and running.

52 PROD Health Check e B
’ »wiiEO i |https:ffonehealthport—api.axwavcloud.com:mhealthcheck [']M + 0
2 -3/ [HrTe/1.1 200 0K E
= = |Date: Mon, 11 Sep 2017 18:14:531 GMT
H = |Server: Gateway
& & |Connection: close
X-CorrelationlD: |d-9bd2b6596ded48b0119a439 0
Host: onehealthport-api.aswaycloud.com: 8098
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
Content-Type: text/xml
<status> ok«/status>
| | » 4| | » |
...... ] S5L Info (3 certs)
response time: 567ms (19 bytes) 1:1
Document History
Version Date Update Origin Written by Verified by
1.0 10/24/2017 Initial Draft Kelly Llewellyn HIE Operations
11 11/13/2017 Revised to clarify use for web services Kelly Llewellyn Sue Merk
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