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Created by and for the local healthcare community, OneHealthPort solves information 

exchange and workflow problems shared across healthcare organizations. 

Login Using One-Time 
Passcodes

Detailed Instructions on How to Use One-
Time Passcodes
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Multi-Factor Authentication (MFA)
What is Multi-Factor Authentication?

• Multi-Factor Authentication (MFA) adds another layer of security to verify 
a user’s identity by combining factors that identify an individual.

• What the user knows (such as a username and password)
• What the user has (such as a phone or tablet device that generates a 

token)
• What the user is (such as a fingerprint, iris scan, etc.)*

• Not all applications require MFA. Users will be prompted for MFA only 
when it is required for a specific application. 

• OneHealthPort currently offers two ways users can opt to complete their 
Multi-Factor Authentication

– One-Time Passcode (OTP) sent to the user’s email that is associated 
with their SSO account

– Google Authenticator Token
*NOTE: Currently OneHealthPort does not use this type of identity verification to authenticate users.
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Login Using Username and 
Password

Login to the Application you are trying to access with your OneHealthPort Single Sign-On 
(SSO) Subscriber ID (user name) and password.
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Multi-Factor Authentication

Click on the “what is this?” link to learn more about Multi-Factor Authentication and 
links to detailed instructions and FAQs.
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Select “One-Time Password”

Select “One-Time Password” and click “Submit.”
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One-Time Passcode (OTP) Workflow

The user’s email address will be 
pre-populated from their 
OneHealthPort Single Sign-On 
(SSO) account information. 

Click on the email associated with the user’s Single Sign-On account and click “Send.”
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OTP Delivery Confirmation

Note: It could take up to two minutes to receive the email with the “One-Time Passcode”. Do not keep clicking on “Send” 
multiple times as it will result in generation of multiple One-Time Passcodes. If you have not received the email after 2 
minutes, check your spam folder. Unblock emails from noreply@onehealthport.com and click send again.

mailto:noreply@onehealthport.com
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Email With One-Time Passcode

329648

Below is a copy of the email you will receive with the One-Time Passcode:
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One-Time Passcode Verification

329648
Enter the One-Time Passcode from the 
email into the field “Enter Verification 
Code” and click on “Verify”. 
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Successful Login to the Application

Successful entry of the passcode will permit access to the application.*

* Note: The above screenshot is an example of one of OneHealthPort’s applications.
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Changing Default Email Address

If a user wants to update 
the email associated with 
their OneHealthPort Single 
Sign-On (SSO) account, 
they can do so by clicking 
on “Update Personal 
Information” in their 
“Subscriber 
Administration” menu.

Note: Once the user completes the email address 
change, they need to restart the workflow of the 
application they want to access.
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