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1 Overview

Welcome to the OneHealthPort Health Information Exchange (HIE) Connectivity Implementation Guide.
Establishing connectivity to the OneHealthPort HIE is the next step in securely exchanging clinical, public
health reporting and administrative information with other trading partners.

Unlike traditional, point-to-point connectivity which typically involves deep integration of a data feed
between two systems (such as HL7 interfaces), the OneHealthPort HIE supports a connectivity approach
that uses a secure communication channel and data encryption to deliver messages to the HIE where
messages are then routed to trading partners for intake into their systems. This approach allows trading
partners to “connect once” and securely send any number and variety of standard transactions
(supported by the HIE) to any number of trading partners in the HIE community.

1.1 Purpose

The purpose of this document is to describe the end point connectivity solutions used to securely
connect to the OneHealthPort HIE. The connectivity solutions supported by the HIE are:

1. Connection to the HIE using an organization’s commercial software that supports the AS2
protocol.

2. Activator software gateway solution (Axway’s Synchrony Endpoint Activator) - A self-contained,
small-footprint AS2 software application installed in the trading partner’s environment that
manages secure message movement between the organization and the HIE B2Bi Hub engine.

1.2 Intended Audience

This document is intended for:

o New trading partners requiring information about connectivity to the OneHealthPort HIE.
e Parties responsible for implementing and managing connectivity to the OneHealthPort HIE.

2 AS2 Protocol, Communication and Certificate Handling with the HIE

OneHealthPort
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The following sections describe the AS2 communication protocol, message flow and certificate handling
approach used for trading partners connecting to the OneHealthPort HIE.

2.1 AS2 Standard Protocol

The AS2 standard protocol was selected and is used by the OneHealthPort HIE to manage security and
exchange of messages between trading partners and the HIE B2Bi Hub engine. Specifically, the AS2
protocol was chosen because it provides the following:

1. Encryption - AS2 focuses on encrypting the data, providing end-to-end security. The channelis
also encrypted with SSL on top of the payload encryption.

2. Non-repudiation - AS2 provides a hashing process to ensure that a file was not tampered with
during delivery. It also ensures that a party to a communication cannot deny the authenticity of
a message that they originated.

3. Certificate Management - AS2 uses digital certificates to ensure that documents are
“guaranteed delivery” only to the intended recipient. The certificates also ensure that the
messages are secured in transit and that the sender can be verified. Trading partners that use
the Activator benefit from certificate management handled by OneHealthPort and a fully
automated PKI process between the Activator and the B2Bi Hub engine.

4. Message Management - The AS2 standard provides a status message called the Message
Disposition Notification (MDN). Because AS2 places a message in an envelope to enable it to be
transmitted over the internet, trading partners need to know that the message was successfully
extracted from that envelope. After transmission of a message AS2 sends an MDN (receipt)
indicating whether the document was successfully or unsuccessfully extracted from the
envelope.

5. Ease of Use and Interoperability - The AS2 standard was designed specifically for B2B e-
commerce transactions over the internet. The Axway B2Bi engine, used by the OneHealthPort
HIE, is backed by the Drummond Group, an organization which performs certification testing on
all vendor software to verify its interoperability with products from other vendors.

2.2 Communication

Trading partners connect and communicate with the OneHealthPort HIE using AS2 over HTTPS. Trading
partners will use port 443 for HTTPS, for outbound and inbound communications. The most common
setup will have the trading partner initiate by sending (outbound), or retrieving (inbound) for all
communications.

neHealthPort
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1. Outbound messages, from the trading partner to the HIE (for delivery to another trading
partner), are PUSHED to the HIE and received by the HIE.

2. Inbound messages from the HIE to the trading partner, are POLLED for by the trading
partner’s Activator then PULLED from an assigned secure web mailbox at the HIE hub. Note:
The secure web mailbox is used only for those trading partners using the Activator gateway
software.

e If used by the trading partner, the Activator can be set to poll for messages from the
secure mailbox at desired intervals.

e The secure mailbox can be set to notify the Activator when messages are waiting to
elicit a “pull”.

e The Activator is configured with the trading partner’s secure mailbox address during
installation of the Activator.

3. Allinbound and outbound messages are encrypted until validated and decrypted by the
Activator or the trading partner’s AS2 commercial software used for the connection.

4. All messages outbound from the trading partner to the HIE are validated with the signing
certificate and decrypted with the sending trading partner’s public key by the HIE
programmatically. The messages are programmatically re-encrypted with the receiving
trading partner’s public key and digitally signed by the HIE before passing the message to
the receiving trading partner’s secure web mailbox (if using an Activator) or to their AS2
commercial software for pickup providing full PKI security.

5. Asmall agent on the Activator is used to communicate software upgrades and certificate
changes from the HIE. These changes are communicated to and scheduled with trading
partners prior to implementation.

neHealthPort
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2.3 Certificate Handling

The certificate generated for trading partner connectivity to the HIE is unique for each partner. The
trust relationship is created between each partner and the OneHealthPort HIE through execution of the
HIE Participation Agreement.

Each trading partner will only require the certificate of the OneHealthPort HIE to trade with the entire
OneHealthPort HIE trading community. The OneHealthPort HIE is designed as a spoke and hub model
with a single connection from each participant (trading partner) to the HIE (Hub). Data will flow from
the sending party to the HIE Hub and then the data is polled from a designated secure web mailbox by
the receiving party.

The following describes the certificate handling when a trading partner (A) sends a document to a
trading partner (B) through the OneHealthPort HIE.

1. Trading partner (A) will encrypt the document to be sent with the public key of the
OneHealthPort HIE community, and sign the document with their (A) private key.

2. The OneHealthPort HIE will pick up the message and validate the signature using the public
certificate of the trading partner (A).

OneHealthPort HIE
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3. Next, the OneHealthPort HIE will programmatically decrypt the message using the
OneHealthPort HIE private key.

4. The document will then be programmatically checked for application of business rules such
as the application of SOAP/SAML or special message routing rules.

5. After any business rules are applied, the document will be encrypted using the public key of
the receiving trading partner (B) and signed with the private key of the OneHealthPort HIE.

6. The receiving trading partner (B) will validate the signature of the OneHealthPort HIE using
the public certificate of the OneHealthPort HIE.

7. The receiving trading partner (B) will decrypt the document using their (B) private key.

3 Connectivity to the HIE

The OneHealthPort HIE supports trading partner connectivity using the AS2 protocol through use of a
commercial software connection to the Hub B2Bi engine or through the use of the Activator Synchrony
Endpoint gateway software. The information below describes connectivity to the HIE using the Activator
software, the most common way trading partners connect to the HIE. Description of the process to
connect to the HIE using an organization’s commercial software is provided in the Appendix.

3.1 Activator Connectivity Gateway Software (Synchrony Endpoint Activator)

Axway’s Synchrony Endpoint Activator is a self-contained AS2 software application installed in the
trading partner’s environment that manages secure message movement between the organization and
the HIE B2Bi Hub engine.

The information below provides an overview about Activator implementation, features, system
requirements and the installation process.

3.1.1 Activator Implementation Overview

The Activator is implemented in the trading partner’s environment and is used to manage the following:

1. Inbound and outbound communications with the HIE (using directories on the Activator set
up for the Production and UAT environments).

2. Validation of messages — using Public Key Infrastructure (PKI) certificates.

3. Decryption of inbound messages/encryption of outbound messages.

OneHealthPort
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4. Storage of certificates (public signing cert from the HIE, private signing cert for the trading
partner) —the trading partner ONLY deals with certificates from the HIE and not all trading
partners. The HIE manages all certificates as a service to all trading partners.

5. Retrieving (pulling) of messages from trading partner’s dedicated HIE secure web mailbox.

6. Routing of inbound messages to internal systems by message type/routing id.

3.1.2 Activator Features

The Activator is a java-based application (connector solution) that securely moves transactions from
trading partners to the OneHealthPort HIE B2Bi Hub engine over HTTPS. The Activator also polls the HIE
Hub for messages from trading partners and generates acknowledgements back to the sending trading
partner if configured to do so.

The Activator uses the self-signed certificates created by the HIE Hub for that specific Activator. The
Activator signs an individual message or batch file with a signing certificate and encrypts it with the HIE
Hub’s key. It then sends the message or file via a SSL encrypted channel to the HIE Hub where it is
decrypted with the public key for that Activator and the signed message is verified for that sender. The
routing rules are read in the header or meta-data layer of the message and the message is re-signed
with the HIE Hub certificate and re-encrypted with the public key of the receiver’s Activator before
routing to the second party.

Certificates used in the Activator are created when the software package is provisioned for a trading
partner and set up for use during installation. This certificate is unique for the trading partner’s Activator
and can only be used with the OneHealthPort HIE.

3.1.3 System Requirements

3.1.3.1 Minimum Hardware Requirements (for target server Activator hosting)
e 800MHz or faster Pentium lll-class processor
e 512 megabytes RAM, 1 gigabyte is recommended
e 500MB disk space for Activator installation
e 200-400MB disk space for data storage (more if the organization will be moving high
volumes of data)
e SVGA monitor
e TCP/IP network interface card
e Local area network (LAN) card (Windows only)

neHealthPort
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3.1.3.2 Temporary Directories
e The temporary directory of the computer or server running the Activator must have
enough space to handle the largest messages traded.
e As a rule of thumb, the temporary directory should be 5 times larger than the
largest message times the number of messages concurrently being processed.

3.1.3.3 Operating System Compatibility
e Windows Server 2008
e  Windows Server 2008 - 64-bit
o  Windows Server 2008 R2
o  Windows Server 2012
e Windows 7 - 32 bit
e  Windows 10

e AIX5.2,5.3-0OSSP3 and 6.1-OSSP3

e HP-UX11iv2 (PA-RISC)

e HP-UX11iv3 (IA-64) ltanium

e Red Hat Enterprise Linux 3, 4 and 5

e Red Hat Enterprise 5 - 64-bit

e Solaris 9 (SPARC)

e Solaris 10 (SPARC and x86)

e SUSE Linux Enterprise Server 9 and 10
e SUSE Linux Enterprise Server 11 - 64-bit

3.1.3.4 Internet Browser Requirements
e The Activator browser-based user interface and online help supports Microsoft
Internet Explorer 9 or later, Chrome and Mozilla Firefox 1.0 or later.
e Pop-up blocking software in browsers may interfere with the use of the Activator.
Therefore, it is recommended this blocking software be disabled or uninstalled.

3.1.3.5 Portand IP Addresses
The OneHealthPort HIE uses the following IP addresses and ports with the Activator.
e To Install the Activator Software from OHP HIE: onehealthport-
provisioning.axwaycloud.com/Services => 54.85.28.83
e To Send/Receive messages to OHP HIE UAT environment: uat-
onehealthport.axwaycloud.com => 107.23.97.226

OneHealthPort
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e To Send/Receive messages to OHP HIE PROD environment:
onehealthport.axwaycloud.com =>107.21.52.70

e All the traffic between the trading partner and the HIE will be on Port 443. The
OneHealthPort HIE won't initiate any connection to the trading partner’s network.
The connectivity is always initiated from the trading partner via the Activator to the
OneHealthPort HIE Hub.

3.1.4 Installation Process

The steps outlined below support the Activator installation process:

1. Trading partner submits a OneHealthPort HIE Support Request form to request connectivity
set-up using an Activator.

http://www.formstack.com/forms/?1688456-sjNVJY8V7I

2. OneHealthPort meets with the trading partner to review system requirements and
readiness for installation of the Activator.

3. Activator installation takes approximately 90 minutes. OneHealthPort collects the following
information to organize the installation session:

a. Name and contact information of the trading partner’s team member
performing the Activator installation with the OneHealthPort team.

b. Several dates/times trading partner is available for the Activator installation
session.

c. Operating system used on the server (or virtual server) the Activator will be
installed on.

d. Email address for the trading partner’s IT Support Desk (or some other
monitored email) that the OneHealthPort Hub engine can send transaction
failure notifications to and that the OneHealthPort HIE Operations Team can use
for distribution of system and maintenance notifications.

4. Using information collected from the trading partner interviews, the Activator package is
created.

5. During the installation session, the trading partner receives a secure email with a link to
download the Activator package.

6. Only when directed by the OneHealthPort HIE technical consultant, the trading partner
accesses the software link and begins the Activator software download and installation
process. For an overview and step-by-step screenshots of the Activator installation process,
please see the Appendix.

OneHealthPort
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7. When the Activator installation process is completed and connectivity is tested, the trading
partner will be instructed to change the password to the Activator User Interface.
Instructions for changing the Activator password are provided in the following section.

8. Trading partners using the Activator for connectivity to the OneHealthPort HIE will be
provided with the Axway Activator Administrator’s Guide for reference.

3.1.5 Changing the Activator Password

Using strong passwords lowers overall risk of a security breach. Therefore, trading partners are strongly
recommended to change the password after Activator installation and on regular basis.

Failing to successfully login to the Activator after three consecutive attempts will lock the user out of the
Activator for a period of 15 minutes. If you are unable to recall your password, please submit a
OneHealthPort HIE Support Request form for assistance.

To change the password in the Activator, perform the following:

e Signin to the Activator user interface.
e C(Click on “User and roles” icon and select “Manage users”. The “Pick a user” screen will
appear.

Help

sers and roles
Welcome, root .‘l:-} HEmEEE MS5ERE

Add a user

Manage roles

Add a role

"’ Tasks Change my user account
Change global settings

Title
Recent users

.T. .
Change password for the admi root administratar

e The useridis “Admin” and user name is “root administrator”. Click on the “root
administrator” link. The “Change user: root administrator” screen will appear.

neHealthPort
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2 Users and rolas

Pick a user

Select an action.., ¥

[] User name

O & root administrator

e Click on “Change this user’s password” link. The “Change password for user: root
administrator” screen will appear.

-
2 Users and roles Ll BB

Change user: rooft administrator

General I Alternate contactl Date/fTime I

User ID: admin
Current login: Mow 8, 2011 01:5=2:0<4 PR MST
Last successful login: MHow 2, 2011 12:09: 22 PMM MST

User name: |r0c|t administrator |

Email address: = | |

Phorne number: |

_Save changes |

o pick a task
B Change this user's password

e Type the new password twice in the fields and click Save changes. The new password is
effective the next time the user logs on.
e Note: Passwords are case sensitive.

0
2 Users and roles

Change password for user: root administrator

Password: + ‘..""u |

Confirm passward:+ ‘..".". |

Save changes |

neHealthPort HIE
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3.1.6 Periodic Software Changes and Certificate Updates for the Activator

The Activator software is managed from the OneHealthPort HIE Hub. Software changes typically
performed by the Hub include software upgrades to the Activator, a certificate change from the
OneHealthPort HIE Hub, and a certificate change needed on the trading partner’s Activator.

When a change needs to occur to the Activator software, a notification from the OneHealthPort HIE
Operations Team will be sent to trading partners providing the following information:

e Purpose of the software change.

e Description of the change and impact to the trading partner.

e Actions or instructions (if any) trading partner need to perform as part of the software change
process.

e Date and time for implementation of the change.

3.1.6.1 Viewing Certificates in the Activator

To view the certificate you will be using to communicate with the OneHealthPort HIE Hub,
navigate to the following screen in the Activator user interface.

1) Choose the Trading Configuration tab (the 6" icon on the top of the screen) and click on
the community listed. The following screen will be displayed:

2l Axway Synchrony Gateway Interchange - root administrator on localhost - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

o A O <) i - . =Y
() Bark > %] [Z] Tn ) search 57 Favorites ) & 3
Address | @] http:fflocalhost 6080fuifpartycfg local{Summary ?partyId=498 v| Go | Links
T— -
_ﬁ_ !1., O §=Trad|ng configuration - | Help Logout 2
E surmmary @ cortact '-q-o- —_— — am
. — ._. O - j-l
nte o i snchan
[E] Fropers=s P PR T+ ading partnars
|§| Certificates ;: — ﬂ —_— 1
Routing I0s h;gﬁ';m Mhisnsd?gf Co\laboratmn in

Summary
Community: Ops TestMD

Contact name: Mike Dealto
E-mail address: mdealto@us.axway.com

Trading summary I Trading configuration I

Trading statistics for the last UpdatEI

Mo statistics hawve been gathered. Click update to retrieve them.

ar pick a task
Add 2 partner to this communit
Show collaboration settings
Change an embedded transpart server =

e P Ny Sy

&) % Local intranet

EneHealthPort HIE
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2) Click on the certificate icon on the left side of the screen and the following is displayed
EBE&X
:'l

2 Axway Synchrony Gateway Interchange - root administrator on Iocalhost - Microsoft Internet Explorer

File Edt Wiew Favortes Tools Help

eﬁack - \ﬂ @ ._;j /._3 Search \‘?::‘(Favontas & ['_'T-::' ; 33
~| Go | Links
~

Address ej http: {flocalhost: 5080 uifpartycfgjlocalfCertificates?partyId=495
Y
= £ | Help Logout =

g-gTrading configuration

Sumnmary R Contact g —
n B — '—' . Dedl:uerl,l h—"
. nte rat:lun e e S
[E] properties F w\,daug P 9= Trading partrars
[§] centificates :: - i! - 1
) Integranun Message
Routing 10F pickup handi & °°”a"°”‘“‘°“ [

Pick a certificate

Community: Ops TestMD
Personal certificates I Trusted root certificates | Trusted SSL root certificates I SSH keys

Default signing certificate is:

s _
Default encryption certificate is: Ops TestMD_0 [+
Default certificate for SSL client authentication is: | ops TestMD_0 +
Save chanses

Expiration date ™

Lpr 26, 2013 10:27:33 &M MDT

Usage
pelete |

Subject name State
Encryption and signing

Mame
Operational

Ops TestMD 0 Ops TestMD

3

% Local intranet:

Or nirk a rask
&] http:/flocalhost :6080/uijpartycfaflocal Pick.

This is the certificate that is used for Encryption and Signing as stated above. This certificate is
named accordingly; the name of the community with underscores (_) and a zero (0) at the end.

In the above example it is Ops_TestMD_0.

3) To display the details, which will show the serial number and other information about the
certificate, click on the name which is Ops TestMD_0 in the above example and select the

Details tab. The following will be displayed.

EneHealthPort HIE
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EBX
'l,:

address | @] http:/ilocalhost :6080juifpartycFaflocaliCertificate?partyld—498acertificateld=C 1303835255088, 976@virtualxp-78024_cn

=

|He\p

N Y SENE NN

ggTrad\ng configuration @

Logout

View certificate
cCommunity: Ops TestMD

General l Details I Trusts |

Field Value

Version 3

Issuer CH=Mike Dealto, O=0ps TestMD
Serial number 62hcabbOb41e93bff0b71b0c197fd257
Subject CH=Mike Dealto, O=0ps TestMD

walid to Fri apr 26 10:27:33 MDT 2013

walid from Tue &pr 26 10:27:33 MDT 2011

Signature algorithm shalwithRSAENcryption
Public key information rsaEncryption(1024)

Public key

30:81:89:02:81:81:00:A0:DDEY CDICS:D2:E2:FCiBAI 3R I61:SE: 57 3CIDB:FB:53:5E:F4:91:
46:50:B7 AE:F3:8C:00:BDF2:5F:18:73:AR:00:62: 34 07 ELIB2:05:DC:82: 1C:42: 17:86:CD:
6D:12:80:DE:DE: 1A:F5:09: 0414357 BF A4:BBIFFi38:93:C2i0F: 19:67: 7 1:43 1 65:B8: A2 42

DS:79:DAISEIES:9C0BI63:92: 77 02:8B:22:86:4E: 0B FF:AE:0C:08:17:30 EC:22:7C I 7FIEE;
F2:08:C8:78:29:7B:E5 . 28:EA:B8: 54 BD E6:61:CB . 24:6E: 3C:49: CR:4C. 24:3E: 7B:0C: 74563
02:03:01:00:01
MDS fingerprint 68:02:36: 14:70: DA 9F A0 80 4E: A2 B6ES:AD: B8R 1A
SHa1 fingerprint CB:75:71:4D:6C: 29 CSIEC:OD:D1:AS:SC:04:65:ACIE1SE:9B:CB: 13
Key usage digitalSignature|keyEncipherment 3
&) Dore % Local intranst

4 Sending and Receiving Messages using the Activator

The Activator gateway software uses a directory system for file submission and retrieval. Two directory
profiles are set up on the Activator at the time of installation — UAT and Production. Each profile
includes an outbound and inbound directory. These directories are linked to the HIE environments the

data submissions will pass through to the trading partner.

The user acceptance testing (UAT) environment is used for testing. This environment is HIPAA-
compliant and fully secured so production data can be used in this environment. Once trading partners

have successfully tested transactions, then the data submission for that transaction can be promoted to

the Production environment.

4.1 Activator Directories

Outbound directories are where messages are sent for encryption and submission to the HIE Hub engine

then ultimately routed and delivered to the destination trading partner.

neHealthPort |
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Inbound directories are where messages from other trading partners arrive for decryption and then are
ready to be moved to the appropriate location, i.e. for use in another system, saved to another server or
transferred to database.

During installation, the Activator is configured to create a unique sub-directory within the inbound
directory structure that organizes incoming messages by document type for streamlined message
management.

Example of Activator directory structure.

4 1M Computer
4 £, Local Disk (C:)

» W Activator

4 ) axway
4 | 143FEDO1T71F
4 L common
4 | data Production Inbound Directory and
* 1 backup Sub-Directories - Messages from
. in trading partners are delivered to the
. out sub-directories based on document
4 | prod_in type.
> W ADT
- | MRAA_FACILITY TABLE
» ) MRASA_REPORT
» 1 OHPHIEack
4 || prod_out
| ready < Production Outbound Directory -
4 | UAT in Messages are sent to this directory for
| ADMN_ACK delivery through the Production
» . ADM_Census environment of the HIE to the
> e ADT destination trading partner. Sub-folders
|| DPDRPT are not created by document type in
> |, NRAA_FACILITY TABLE this directory because no messages are
. |, NRAA_REPORT stored. They are delivered
- || OHPHIEack immediately to the HIE Hub engine.
4 0 uat_out
| .ready
| logs
OneHealthPort
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4.2 Directory Message Transfer

Any message type supported by the OneHealthPort HIE and used by the trading partner for information
exchange can be sent and retrieved through the use of the outbound and inbound directories. Trading
partners use various means (programming scripts, parsing scripts etc.) to deliver and retrieve messages
from the Activator connectivity solution. A demonstration of how messages can be set up for transfer to
and from the directories is provided during the installation process. Trading partners with specific
requests for information about message transfer processes can submit a OneHealthPort Support
Request form for a technical consultation.

4.3 Directory Message Management

The Activator software contains a database designed to assist with short term management of messages
flowing outbound to and inbound from the OneHealthPort HIE Hub engine. The Activator database is
not equipped to store messages long term. Therefore, operations teams need to establish policies and
processes to move messages delivered to inbound directories and sub-directories to appropriate
destinations (EMR systems, administrative systems, servers, databases, etc.) within the organization to
ensure optimal functionality of the Activator.

5 Viewing Message Activity in the HIE using the Activator

Trading partners that use the Activator for connectivity to the HIE can view message activity using the
Activator Ul and a tool called Message Tracker. This tool can be used to monitor messages sent to the
OneHealthPort HIE, the payloads, message receipts and acknowledgements from trading partners.

5.1 Viewing Message Activity

To check the status of files sent to the OneHealthPort HIE Hub, click on ‘Message tracker’ icon located
on the top toolbar to open the search page.

OneHealthPort
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Example of Message Tracker - Custom search is on the left and Search results on the right
[P ki

Search results for: All messages-last 1 hour

Results as of: Tuesday, April 26, 2011 11:17:41 AM MOT
Restricted to messages originating between: 4/26/11 10:17 AM and

4/26/11 11:17 &M

Local server |

A

Search name: | messages-last 1 hot

Messages per page:
100 Showing 1-10f 1 messages
Maximum # of search results: [1pop
Selact an action... ¥ Click a table cell for mare filkering options
BTrading information Chick Details to view message details, Or, place the cursar over the Details link
far 2 seconds to digplay 2 pap-up of attrbutes.
Thetsa finlds support * and ¥ wildeards. Usa \ for kbaral 2
swarchis of * and 7 (e, " and \7)

O Type Origination ™ FromID TolD Status
From: _ — " .
Opetzls Payload ’:‘1‘5].‘5" 201110:29:35 A4 opstestmd  ZZOHP  Delivered
cﬂl’"‘--"‘h"‘w of paringr name or
reatting id
To:

Community or partner name or
routing id

Orignal Manama:

Delivery filename:

Message activity is retrieved by using ‘Default’ or ‘Custom search’ searches.

‘Default searches’ are located in the ‘Message searches’ section of the ‘Message tracker’ menu. These
searches are set up to find all messages traded within past hours or days and also to find failed
messages or negative responses to messages within a certain number of days.

Messages matching your default search conditions are displayed on the ‘Search results’ area of the
page. When a ‘Default search’ is selected it changes the values in the ‘Custom search’ area.

Message searches found in Message tracker

§ B Messaae erackelg ST ml L

Message tracker

Find a message
Configure payload view
Select attributes for pop-up windows

—onfigure global message tracker
B settings

Share searches
t Message searches
Aall messages-last 1 hour
All messages-last 2 hours
All messages-last & hours
All messages-last 24 hours
£ Failed meszages-last 7 days

lit
Megative response-last 7 days

w

Controls on the ‘Custom search’ panel on the left side of the main ‘Message Tracker’ page let you search

for messages by conditions you specify. Messages matching your search conditions are displayed on the
search results area of the page.

Example of ‘Custom search’ options

EneHealthPort HIE
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Search name:

From:

To:

Document I[D:

Status:

Direction:

DMZ Zone:

Custom search fields:

Search name

Original filanamea:

Dalivery filaname:

Consumption URL:

Messages per page:

100

Maximum # of search results: 1000

~ Trading information
These feids Suppart = and 7 wildcards. Lise |, for iiteral searches of ™ and 7 [Le.,
¥ and \FI.

From and To partias can be the Same o dferant

\Cammunity ar partner name or routing id

‘Cammunity ar Eartnar nam.e ar nouting k1

Docum.ent 1D, cantral 1D, Or Cononl numaer

Any -

Any -

BpIH/ASYS

These ficids suggest autocampicte valuss: unless an administratar disabies

attribute collscting.

Document type:
Document class:
MIME type:

Attribute:

Message ID:
Core ID:
Conversation ID:

Integration ID:

¥|Hide receipts

Hide subordinate messages

[Fnd IS5 ve]

* Date T

T¥YP2: Qrigination

Last 1 hours
& Within the last 7 days
Within the last month
Aftear -
11/02/2011 at 00:07
on a maximum 100

Specify the dates

from: 10/26/2011 at 00:07:01

to: 11/02/2011 gt 00:07:01

days period

Connectivity Implementation Guide
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EDT

EDT
EDT

e  With the Search name field blank, click Find. Messages matching conditions set in the
trading information and date areas on the custom search panel are searched for. Once
search results are displayed, a name can be typed in the field to identify the search for later
use. Click Save. The same search can be run later by selecting Message tracker > [name of
saved search] under ‘My searches’ on the menu.

New

e New is a clearing function. Use this button to clear the page of search results and begin a
new search.

Save

e Save lets you save the conditions for a search that was performed and then use the search
again at a later date without having to set up the conditions again.

e To save a search, set conditions for a search and click Find to run the search. When the
search results are displayed, type a name for the query in the search name field at the top
left of the main transaction search page and click Save. To perform a saved search, select
Message tracker > [name of saved search] under My searches on the menu.

Remove

e Remove deletes the search identified in the search name field from the My searches menu

list.
EneHealthPort
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Find

e Find searches for all records matching the conditions specified on the search page, if any
have been specified. If no conditions are specified, the default action is to search for all
messages traded within the number of days specified in the Number of days for default
searches field, on the Message Tracker global settings page (see Changing search default
settings).

Messages per page

e The value of this field is the maximum number of search results to display per search results
page. If the number of found messages exceeds the page limit, the results are displayed
across multiple pages.

e This maximum can be set on a search-by-search basis.

Maximum # of search results

e The value of this field is the maximum number of messages that will return after a search is
executed. If a search finds more than this number, the results are trimmed to return only
the number up to the maximum of 20,000 messages.

e This value can be set on a search-by-search basis, but only to the maximum allowed by a
field on the Message Tracker global settings page. Administrators also can change the
default value of this field on the global settings page. For more information see Changing
search default settings.

Trading information fields:
Listed below are the fields under the trading information heading. Use of these fields is optional.

From

e The message sender. You can type a community or partner name or routing ID. Or, click the
ellipsis button to select a party. Also, wildcard characters (asterisks) can be used in this field.
To
e The message receiver. You can type a community or partner name or routing ID. Or, click
the ellipsis button to select a party. Also, wildcard characters (asterisks) can be used in this.
Original filename
e The original name of the message file received from a partner or picked up from integration.
Using this in conjunction with date or time conditions may result in more useful search
results. Wildcard characters (asterisks) can be used in this field.
Delivery filename
e The name of the message file sent to a partner or delivered to integration. Using this in
conjunction with date or time conditions may result in more useful search results. Wildcard
characters (asterisks) can be used in this field.
Document ID

neHealthPort
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e The control ID of an EDI document. Wildcard characters (asterisks) can be used in this field.
Status

e The status of the messages to search for: any, delivered, failed, ignored, in process, negative
response, resubmitted, resubmitted original, scheduled production, split and waiting for
receipt.

e Messages fail for various reasons. Commonly, messages fail because the sender or receiver
could not be identified. The trading engine may have been unable to find a sender or
receiver’s routing ID in a parsed message. If a message fails because the sender or receiver
could not be determined, check the document for valid routing IDs. If searching for any
status, all states but ignored are included. The ignored status is applied to messages the
trading engine has determined lack worthwhile content (for example, an extraneous
message received in addition to a message receipt).

e For negative response searches, Message Tracker returns payloads with negative responses
from partners. If “Hide receipts” is turned off, a search also returns negative response
receipts.

e With searches for messages with delivered status, negative responses also are returned.
This is because a negative response is a delivered state.

e The trading engine marks as delivered any outbound message for which an acknowledgment
was received, whether positive or negative. An outbound message also is marked as
delivered when no acknowledgment is requested. An outbound message in a delivered state
has an indicator, viewable in the message details, showing the acknowledgment as positive
or negative.

Direction

e The direction of the messages to search for: any, inbound, outbound, internal, external.

e If you search for any direction, all messages are included in the search regardless of
origination. A search for inbound finds messages received from trading partners and routed
to integration. A search for outbound finds messages the HIE Hub engine picked up from
integration, packaged and sent to trading partners.

Consumption URL
¢ Not applicable.
Document type

e Thisis EDI document types such as 850, 862. For ebXML, you can use values such as
MessagekError, Ping, Pong, StatusRequest, StatusResponse, SOAP Fault. For RosettaNet,
values include Signal and Action.

e When you start typing in this field, autocomplete values display, unless an administrator has
disabled attribute collecting.

Document class

EneHealthPort
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Values include Tradacoms, X12, XML, Edifact, Binary. For other classes, you can use the
content MIME type without the application/ prefix (for example, use octet-stream instead of
application/octet-stream).

MIME type

Attribut

Not applicable
e
Not applicable

Message ID

Core ID

Not applicable

Not applicable

Conversation ID

Not applicable

Integration ID

Not applicable

Hide receipts

Show or hide message receipts in search results.

Hide subordinate messages

Not applicable

Hide pings

Date

Columns in

Not applicable

To search by date, expand the Date area on the left side below the Trading information
area. The selection Don’t search by date means date conditions are not used in searches. To
search by date, select Origination or Delivered and select the date or time conditions.

The default settings for searching by date is the Origination or Delivered date Within the last
[n] days. If a search is performed without changing the date defaults, expected results may
not be received if the database records are older than the number of days specified in the
Within the last [n] days option.

The After and Before option lets you search for messages traded after or before the date
and time specified. The maximum days after or before the specified date and time can be
set on a search-by-search basis.

The Specify the dates option allows a search for records whose dates are within a range of
dates and times indicated.

Message Tracker:
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To adjust the column display of the search results, expand the Columns area on the left side
below the Date area and select the columns you want to show or hide on search results pages.
Any custom column display set up by a user applies only to the user and not to other users.
Under Columns, check boxes to select the order for sorting search results. Left-click and hold to
drag a column name and reorder search results. If search results already are displayed, this
action dynamically reorders the columns in the search results table.

Column name selections in Message Tracker.
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 Columns

Left-click and hold te drag a column name and reorder search results

¥ Type

| | Document class
l# Document type
| MIME type

l#| Origination

[ | Delivered
l#|  From

|| From ID
l# To

| TolID

[ | Pickup protocol

| | Delivery protocol
l«| Status

|| Failure reason

| | Direction

[ |  Consumption URL
| CorelID

|| Document ID

|| Message ID

| DMZ Zone

| | Conversation ID

[ | Integration ID

|| Original filename
|# Delivery filename
| | Receipt content

| | Produced Message Size

| | Consumed Message Size

Sort by: | Origination

v | Descending v |

il
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6 HIE Operations Change Management

Trading partners will need to incorporate management of HIE connectivity and data submission activity
monitoring into existing system management and operational change management processes. In
addition to daily activities, processes and resources will also need to be organized to support monthly
HIE maintenance activities and unplanned outages. The information listed below can be used for HIE
operations planning.

OneHealthPort HIE System Availability Notifications — The OneHealthPort HIE website posts system
availability in the notification box shown below. Current system status is posted and updates are
provided via Twitter feeds. Operations teams can sign up to follow Twitter feeds announcing system
events at Tweets@ohphie.

Unplanned outages are posted on the website, as well as upcoming scheduled maintenance downtimes.
Monthly maintenance schedules are also posted annually for use in operational planning.

http://www.onehealthport.com/hie

In addition to website postings, detailed system announcements and notifications are sent via email
distribution. Contact information for organizations is collected and set-up in the distribution list by
OneHealthPort at the time connectivity is established with the HIE.

OneHealthPort
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HIE SYSTEM AVAILABILITY NOTICES
+ Current system status below:

Tweets by @ohphie

SCHEDULED HIE EXTENDED MAINTENANCE

* Maintenance is scheduled monthly for

up to a 4-hour outage starting at & PM
PT

¢ Mext scheduled outage is
Friday, February 20, 2015

* See 2015 Maintenance Schedule

* HIE Support Request Form

OneHealthPort HIE Support Request Form — Use this form to obtain technical support or assistance with
issues related to information exchange activities with the OneHealthPort HIE. The support request form
is located on the OneHealthPort HIE website and the link is also provided below. The form is monitored
by HIE technical consultants and business team members to ensure proper resources are quickly
deployed to respond to customer issues.

http://www.formstack.com/forms/?1688456-sjNVJY8V7I

neHealthPort
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7 Appendix

7.1 Detailed Overview of Activator Installation Process

The following steps provide a detailed overview of the Activator installation process. The process is
facilitated by a OneHealthPort HIE technical consultant with the trading partner’s designated technical

contact through a web session.

Step 1) Download and save image from URL link provided in the secure email.

Click the URL link provided in the “Synchrony (Activator) Download Available for” secure

email to start the Activator image download process.

A “Security Alert” dialog box may appear during download requesting the acceptance of

a certificate which is not trusted. Click “yes” button to proceed.

& Certificate Error: Navigation Blocked

g| There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority,
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

A “File Download” dialog box will appear prompting to open or save the image.

File Download [z
Do you want to open or sawve this file?

3 Mame: activator-13365EE0129.7ip
i Type: Compressed [zipped) Folder, 27.3MB
From: test-onehealthport.axwaysaas. com

o] o] o]

e, 1 Wi'hile files from the Intemet can be useful. some files can potentialhy
e harm your computer. F you do not trust the source, do not open or
= save this file. VWhat's the risk?

Save download image to a folder which is easy to locate such as “C:\Activator_Image”
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fiddress ‘E] Cihictivator_Image

Falders X ]
H ativatar-13360102673
[} Destop 28,000 KB
E, My Documenks
=] Q My Compuker
ﬂ 314 Floppy (A1)
=) % Local Disk (C1)
[ Aaa Test
@ Activator_Image
3 away

When the download dialog box closes the image has been saved to the selected folder

location and is ready to be unzipped and installed.

18% of 12ZFAEFOBBTA Completed

Sawing:

activator-1ZFAEFOBESTA . zip From test-onehealthpork. axwaysaas. com
ICEL L L] 1
Estimated time lefk 36 sec (4.96 ME of 27.3 ME copied)

Dovenload to: CihDocu, . activator-1 ZFAEFOEST A . zip

Transfer rate: 624 EBfSec

[] Close this dialog box wahen download completes

Step 2) Unzip the installation image.

Unzip Activator image into the same folder as the downloaded image.

Unzipped image will create a folder, with name of “activator-“ + unique Activator
alphanumeric code, and sub-folder with the name of the unique Activator alphanumeric

code.
Open sub-folder and locate “setupActivator” batch file.

Fokdars X Hae & Sen
[# sesitep Choveray
® ) My Documents Cprodut
E ?gcmp.m L_hm-:s " .
o 3V Floppy (4:) (=l Comaurhy 5o
3 % Loca Disk[C:) %Mmmw_ﬁ.ﬂ.u.wm 218
3 Smrmm)mw folder ﬁl_ml_ffﬂﬂfwﬁalalr_l 1: progerties r.i:
“I's actrator-1 0102673 LEHF _ 1218
= £ 13580100673 Hlogti1.2.150 -
& ) overlay = partrer-peofile 518
2 Oomin s
=) s ' 16413
B Dlee 1 uble diickto install
B 0 uoay New sub-folder
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Fils Folder

Fle Folder

ML Docunent
PRCPERTIES File
PELCPERTIES Fie
1R Fis

L Document
18 Fie

L Docurmenk
5005 Batch Fle

pppbcation

Diate Modified
117011 302 PH
11[7{2011 212 P
1171011 302 PH
11712011 5:05 P
4121011 10:08 AM
A2UER1 1007 A
42172011 10:07 A
410011 1054 P
42002011 10:07 A
11/712011 5:08 M
A21[2011 11:08 AM
42172011 10:08 AM
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Step 3) Start the installation.

e Start installation by doing one of the following
0 Windows = double click “setupActivator” batch file.
0 Unix = ./setupActivator.sh

o  “Welcome to Activator Installer” dialog box appears. This dialog box allows you to set

the install location of the Activator application.
0 Accept default location = Press “Enter” button.

= Drive: + “\axway\” + unique Activator alphanumeric code.
0 Set location = type complete path and press “Enter” button

v CAWINDOWS\system 32\cm !En

[Please enter the directory where you would like to install Activator or press en
ter to accept the default [default ~axways12FAEFBBE?A1:

e Installation script is copied and the software download will commence.
e Installation will automatically start once the download is complete.

e Application download and install may take from 5 to 10 minutes.

e Dialog box will display the status of install.

Extracting the Java »un time...
Extraction Complete
Copy1ng the JRE f11e* .
81 File{s> copied
568 — I[mainl INFO <PortTester.
ion to test—
B8 — [main] INFO
7nnellealt

Do wn lua(l:mg _‘ul-‘tueu e .

DO NOT CLOSE THIS WINDOW?

veral minutes.
synInstallxinstall. log.

Below screen indicates a successful installation
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ISynchrony
Installe

: Gateway_Interchange US.9.8
n C:\ActivatorOHP\Gateway_Interchange™

[Press Enter to exit installation

Step 4) Start the server.

" Install In... !EE

e After the installation is successful, you will be prompted to install the server as a
Windows service. Respond “yes” to this prompt (if you respond no, when the system is
rebooted the Activator process will not start automatically).

| C:AWINDOWS\system32\cmd. exe
d connection to test—onel
@a:18 FO

1thport aysaas.con, port 4880
t

Douwnloading sof tuar this can take several minutes

(DO NOT CLOSE THIS WINDO

veral minutes.
Pwxsynlnstallsinstall.log.

— I[mainl INFO <(PortTester.testOuthoundConnection:55> — testing outhoun

he a
23:58: — [mainl I (PortTes stOuthoundConnection:59> — outhound connec
tion to test—onehealthpor ’ » port 4880 was successful

e After responding “yes” to create a Windows service, the above window will close. The
service created is named GatewaylnterchangeService and the server will be started.
o |[f youresponded “no” to create a Windows service you will need to manually start the

Activator server.

=  Starting Activator server will take 5 - 10 minutes to start.
= Press “Start server” from “Start \ All Programs \ Axway Software \ Synchrony”
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g Internet ) 1y Documents
 —— & Set Program Aooess and Defats  |F
‘ﬂ ; & W Windows Catalog
ey 8 Windows Update
* Kobepad h

T Acomssones ¥

B aoway Softmars [ Symchrony 1310460280 ¢ | [ Gatewsy Interchangs

“‘1 Mt

) Games k = Configue Syrehrony
@v'm:—m."kc]iu_-a |:| Sahup ¥ __.-_ Lininstal Syncheonry

B Ittt Explorer & Updete Synchrony
,ﬂ Weruioves Madsanper W

[l Outlook Exprass

e Pomole Assistance
jgfﬁfﬂwmﬁ“ © Windows Media layer
BB Windows Massanger
B Windows Movas Makar

All Programs b | [

f7start | azmoues

“Start Server” dialog box will appear during the Activator server startup. DO NOT close
dialog box until you are done using the Activator. Closing the “Start Server” dialog box
stops the Activator server.

“Start Server” dialog box will appear and display “Server Startup Complete” message
when Activator is started.

¥ Start Server

Kb
IO . Jar

utive.start.

ruer
stup Complete

e The install script also creates YOUR COMMUNITY, partner profiles and links your
instance of Activator with the OneHealthPort HIE Hub.
e Once started a test document will be sent to the OneHealthPort HIE Hub to confirm
connectivity.
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Step 5) Accessing the Activator User Interface.

e To launch the Activator user interface (Ul) navigate to the Admin menu located in “Start

\ All Programs \

Axway Software \ Synchrony”

o, My Doruments
W Seb Program Access and Defaits (b
W Windows Cataiog

& wrdows Undste

£ Fwhp
B Inbernet Expivar
W

(] Outook Express
ju Pomole Astistance
) Windows Meda Flayes
48 Windows Messenger

) Windows Movie Maker
0 Swrchromy 13227271874

@Lm; Off

i4 start B 13000267

e Activator logon screen will appear.

3 Axway - Microsoft Internet Explorer

File Edit ‘View Favorites Tools Help

‘Z”E" e Tologin, use the user

A © HRAG L dorone @ -8B id / password credentials

acdress | @] hitp:ffvivtushep-76024:6080]uf

“ B =" sentin the secure email.

axway

business. in motion

User 0
password: [ ]

Remember my user ID

("rsa|

~

e The “Getting Started”
screen will appear next.

e Click on “Do not show
this page again” link near
the middle of the page.
This is a one-time task and
will stop the “Getting
started” screen from

E3

I | appearing each time you

e
€] Done

% Lacal intranet
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Fia Ede Vew Fossded Took Help

Qe - @ [ @& Pseve

Adkdrap

A P b THRER OO i Lttt

Getting started

of aach task.

Sratug Rong: Mot Startid
¥ Incamplote

W complated

Bt up your syshism

El Sonfigure outgoing w-mail serdee
Thid 1% the derves the Sitem wied 10 send aulgemg e=mad by default,
& Change the passward for the reet admindstrator user

The root administrator users password 5 sof to the default valee. [t is recomemended that you changs the password for
SRCUALY MRISonE.

Got up trading
o B8 But up o community

Bslow iz a list of tasks designed to ascist you in setting up your system. In front of sach task is & status icon indicating the status

You also have the opton to not dsplay this pege again.

17 & frat=time dar, veer s cenmatand ta crests & Fommonete sned tRhen canfiones it

] bt vt PRS00 lpar tye e al Pick.

Edit  ¥iew Favorites  Tools  Help

Qe - © - [x] [B] @0 Oscach Glgravoies €| (- i 3

The “Welcome” screen will appear, this is the home page for the Activator

alxp-78024 - Microsoft Internet Explorer

Trading in the last

22 ops TestMp

1 partners

Lna\jut o
Welcome, root administrator Current login: Apr 26, 2011 10:45: 36 AM MDT
@ Tasks B || [@ message tracker =
Title State All messages-last 1 hour
all messages-last = ROUFS
T Change password for the admin user Mew sllmeacassodlact 2 B2
All messages-last 6 hours
All messages-last 24 hours
Eailed messages-last 7 days
=~= Communities =]

Mo statistics have been gathered. Click update to retrieve them.

Megative response-last 7 days

Quick search

Failed In process Waiting for receipt

From:
Community or partner name, or routing id
To:
Community or partner name, or routing id
Sent Received Status:

Ay 4

% Local intranet
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7.2 Connection Using AS2 Commercial Software

A new OneHealthPort HIE trading partner may choose to establish communication to the OneHealthPort

HIE by using commercial software that supports the AS2 protocol. To setup the connection with the

OneHealthPort HIE the trading partner will need complete the following tasks:

7.2.1

7.2.2

7.2.3

Submit a Request for Connectivity with the OneHealthPort HIE
Information required for connectivity setup and configuration will be obtained during the

connectivity interview process. To begin the process, submit a OneHealthPort HIE Support
Request form.

http://www.formstack.com/forms/?1688456-sjNVJY8V7I

AS2 Commercial Software Connectivity Questionnaire

A connectivity questionnaire is sent to trading partners to provide and obtain information for
establishing a connection to the OneHealthPort HIE Hub using commercial software. The
guestionnaire includes the following information for both the Production and UAT
environments. Note: The UAT environment is a HIPAA-compliant, locked down test
environment:

e URLs

e Ports

e |P addresses

e Certificate (encryption and signing)

The information collected on the questionnaire is used by both the trading partner and
OneHealthPort to prepare for the connectivity process.

Digital certificate

A digital certificate will be required for secure exchange of data. This may be in the form of
either a DER encoded binary X.509 (.cer) or Cryptographic Message Syntax Standard PKCS #7
(.p7b, .p7c). If a.p7b/.p7cfile is going to be used please export the entire certificate chain for
use during the connectivity process.
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OneHealthPort uses secure email during the connectivity process to exchange certificates with
the trading partner.

7.2.4 AS2 Commercial Software Connectivity Process
Once the information from the connectivity questionnaire is shared between the trading partner
and OneHealthPort and any open issues, concerns, or additional information requirements are
addressed the following process is implemented to establish connectivity:
1. OneHealthPort arranges a connectivity web session and conference call with the trading
partner and HIE technical consultants. The session typically takes about two hours.
2. Connectivity is established and OneHealthPort and the trading partner exchange test
messages (provided by OneHealthPort).
3. OneHealthPort validates test message movement through the HIE B2Bi Hub engine and that
appropriate receipting occurs, i.e. MDN is properly generated and sent.
4. Trading partner validates receipt of test message and content.
OneHealthPort
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